Poytep TE WCR-100
c nopaepxkon 3G/4G

RUS PykoBoacTBO nosb3oBaTens

Moponepxka Ha canTe q
www.t-eq.ru

terminal equipment



3G/4G PoyTtep

TE WCR-100

PyKOBOLI,CTBO NMoJib30BaTEIA

CtpaHuua 2 us 74



ToBapHble 3HaKu

Bce HasBaHusa nagenuin, KomnaHun u TOProBbIX MapoOK ABJIAKOTCA TOBapHbIMX 3HAKaMun UIN
3aperncTpmnpoBaHHbIM1 TOBapHbIMMN 3HakKaMn UX BnagenbLueB. OHn MCNOJb3yOTCA TOJIbKO B
uenax VI,EI,eHTI/I(*)I/IKaLI,VIVI. TexHuyeckne XapakTepnuctmkm MoryT OblTb KM3MeHeHbl 06e3
yBe€OMJ1EHUA.

CooTtBeTcTBME TpeboBaHnam ®KC

[aHHoe obopyaoBaHue BbINO NPOBEPEHO U MPU3HAHO COOTBETCTBYIOLLMM OrpaHUYeHUsaM O
UMdpPOoBLIX YCTPOMUCTB knacca B, cormacHo Yactu 15 lMpasun ®KC. [aHHble orpaHnYeHus
paspaboTtaHbl Ansg obecneyeHus npuemMnemMon 3awmTbl OT pagvonoMex nNpu YCTaHOBKe
obopyaoBaHna B Hexunblx nomelleHnsax. [JaHHoe o6opygoBaHWe MOXET co3fdaBarth,
ncrnonb3oBaTb W U3NydaTb SHEPrMl PagmoyvacToTHOrO [uanasoHa W, eCriv  HapyLleHbl
WHCTPYKUMW OAHHOrO pyKOBOACTBA MO YCTAHOBKE W 3KCMnyaTauuu, MOXET cTaTb NPUYUHON
nomMex Ans paguoceBsasn. JKcnnyaTtauus OaHHOro obopyaoBaHUS B XKWUITbIX 30HaxX MOXET
Bbl3BaTb MOMEXW; B 3TOM Criyyae Monb3oBaTeNnb [OSMKEH 3a CBOWM CYET MNPUHATb Mepbl,
Heobxoanmble A58 UX YCTPaHEHWS.

Heknapauusa cooTBeTcTBUA TpeboBaHuaMm EC

[aHHoe obopynoBaHue ygosreTBopseT TpeboBaHWSM B OTHOLUEHUW SNEKTPOMarHUTHOM
coBmecTtumocTun, EN 55022/A1, knacc B.
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1. BBepeHue

3G/4G Poytep TE WCR-100 — 9TO BbICOKOMPOU3BOAUTENBHOE YCTPOMCTBO, KOTOpOEe
obecneuymBaetr bGecnpoBogHOE MOLKMYEHME K CeTM WHTepHeT goma, Ha paboTe wunu B
obuwectBeHHoM MecTe. 3G/4G Poytep noagepxmBaer paboty ¢ USB-mogemamu no
TexHonormam GPRS wnu EDGE, 3G (HSDPA/UMTS/EVDO), 4G (WiMAX), obecneunBas
GecnpoBoaHyl0 nepefadvy AaHHbiX Ha ckopoctu o 150 M6ut/c n nepepadvy OaHHbIX MO
npotokony Ethernet Ha ckopoctn go 100 Mé6wut/c. 3G/4G Poytep coBMeCTUM CO
CTaHAapTHbIMU PYHKUMSIMW OpraHu3auun, ynpasneHus u 3awmTtbl 6ecnpoBogHbix ceten Wi-Fi.

1.1. Komnnekm nocmaeku

BAXHO! B NMEPBYIO o4yepenb npoBepbTe coaepXaHUe KOMMIEeKTa NOCTaBKM.
B komnnekt noctaBkm 3G/4G PoyTtepa AOMKHbI BXOAUTb MNEPEYUCIIEHHBIE HUXKE
anemMeHTbl. B cnyvae oTcyTCcTBMS NOGOro N3 3TUX 3N1EMEHTOB CBSXKUTECH C NPOAAaBLIOM

obopynosaHus.
Ne | OnucaHue KonuyecTtBO
1 3G/4G PoyTtep 1
2 CeTteBoM kabenb RJ-45 1
3 UcTtouyHuk nutaHua 5 B/2A 1
4 KpaTkoe pykoBOACTBO NO yCTaHOBKe 1
5 CD (PykoBoacTBO nonb3oBaTtens) 1

BHumaHue! lMcnonb3oBaHWe WCTOYHMKA MUTAHUS C HOMMHANbHBIM - HanpsKeHneM,
OTNNYAKLLMMCA OT HaNPSXKEHUSI UCTOYHMKA, BKIMOYEHHOrO B KOMMNMEKT noctaBkn 3G/4G
Poytepa, MoxeT npuBecTM K BbIXOo4y YCTPOMUCTBA M3 CTPOS W aHHYNMPOBAHUIO
rapaHTUMHOro o6Cny>XMBaHus.
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1.2. TpeboeaHusi, Heobxodumbie Osisi pabombl ycmpolicmea
+ CoBmectumbii 3G/4G USB-monem ¢ nodkoyeHHbIM 0bcCryxusaHueMm.

MpumeyaHue: MepeyeHb ycnyr 1 ycnoBus 06CNyXMBaHUS Bbl MOXETE YTOYHUTbL Y
BaLLero onepaTopa CBA3M.

» KomnbtloTep Ha 6a3e onepaumoHHon cuctembl Windows, Mac OS wnu Linux .
* YCTaHOBMEHHbIN Ha KoMMbtoTepe agantep Ethernet.

YcTaHoBneHHbIM Ha koMmnbtoTepe agantep Wi-Fi Bepcum 802.11b, 802.11g nnun
802.11n.

Bpaysep Internet Explorer Bepcun 6.0, 7.0 nnn 6onee nosgHemn.

1.3. MaHenb KOMMymayuu

Anrenna Wi-Fi

1

Passem USB 11 HOMKIIOMEHES Knomka copoca Reset, HeoOxomumast st

3G/4G USB'MOI[CM& BO3BpATa HACTPOCK YCTPOUCTBA K
TI€pBOHAYAJIbHBIM 3aBOJICKUM YCTaHOBKaM

Kunonka WPS, Heobxoaumast s

! @ ‘/. o YIPOILIEHHON HACTPOWKH MapaMeTpoB
) . ' \ nonkoderus Wi-Fi
POWER

I'me3na RJ-45 pazsemo WAN u LAN,
HEOOXOMUMBIX TS TIOAKIIIOUEHHS YCTPOUCTRBA
K cetu IHTepHET U JIOKaJIbHOH CEeTU C
IIOMOIIBIO CETEBOI0 KaOeIst

I'He310 muTaHus

MpumeyaHme: Vcnonb3yinte KHOMKy cOGpoca Reset AN BOCCTaHOBMEHMS NapamMeTpoB

HACTPOWMKM MO YMOMYaHUIO B Criyvae, eCnmn UCnosib3yeMble HAaCTPOMKN He NOAXOAST uin Gbinu
3abbIThbl.
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1.4. MMaHenb uHOUKayuu

Munukarop coctosiHusA
( R RRE OecIrpoBOIHO ceTH
‘ / \ (Wi-Fi). Cerurcs
@ @ @ @ « 3€JIeHBIM, €CJIH BKIIOYEH
‘K pexum Wi-Fi
Wunukarop cocrosinus 3G. Mupaukarop noAKIOUEHUS K Mupaukarop nogxIodeHus
CBeTHUTCS 3€JICHBIM MPH nokanbHOM ceTr (LAN).CBeTuTCst K miobanpHol cetr (WAN)
IMOJKJIFOYEHHH COBMECTHMOTO 3€JICHBIM IIPH MOKITIOYCHUH K CBeTHTCS 3€JICHBIM MIPH
3G/4G USB-monema, Muraet npu JIOKaJbHOM CEeTH, MUTAET MPH MOJIKTFOYEHUN K
OCYIICCTBJICHUH Iepeadn JaHHBIX OCYILIECTBICHUH ITepeaayn JAHHBIX nI00AJILHOM ceTn
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1.5. ®yHKyuu, noddepkusaemMbie POymepom

Mactep ycCTaHOBKM, MO3BOMALWNA  MakKCUManbHO  ObICTPO  OpraHu3oBaTb
3awmieHHyto cetb Wi-Fi ¢ Bbixogom B HTEpHET.

BecrnpoBogHOe  MoOAKMNIOYEHWE  HECKOSbKMX  KOMMbKTEPOB UMW OPYrux
Nnonb30BaTENbCKMX YCTPOUCTB K OBLLEMY LUIMPOKONONOCHOMY foctyny B WHTepHeT
yepes 3G/4G USB-mogem.

Moppepxka ctangaptoB Wi-Fi 802.11b/g/nLITE gna obecneyeHns GecnpoBogHON
nepegayv gaHHbIX Ha ckopoctu go 150 Méut/c (11nLITE).

ABTOoMaTnyeckm nepexog Ha 3G-nogkroyeHmne nNpy oTkase NpoBOAHOMO
nogkntoveHns Kk MHtepHer.

Mopopepxka cyHKkuMn WPS gnsa ynpouleHHOro noAKNYeHUA Mofb3oBaTeNbCKUX
ycTponcTs K cetn Wi-Fi.

Mopaepkka cTaTMyeckon U AMHAMUYECKON MapLIpyTU3auuu.

ObpatHass coBmecTUMOCTb co cTaHgaptom 802.11b gnsa obecneveHus
OecnpoBogHOM Nepedayn gaHHbIX Ha ckopoctn 4o 11 MéuT/c.

Ncnonb3oBaHue texHonormm OFDM (Orthogonal Frequency Division Multiplexing —
MYINbTUNIEKCUPOBAHNE C OPTOrOHasbHbIM pasgenieHMeM 4acTorT).

Ynob6Hble cnyxebHble nporpamMmmbl Ansi KOHPUIYPUPOBAHUSA N UArHOCTUKMN.
Mopaepxka QoS (Quality of Service) — anga ynpasneHna NONOCoM NPOMnyCKaHuUs.
PacwumnpeHHble yHKLNM MEXCEeTEBOro 3KpaHa.

BoamoxHocTb paboThl B pexume Wi-Fi-penutepa; opraHusaums Wi-Fi-coeguHeHuin
TNNa «MOCT».

Mopaepxka NAT n VPN-TyHHennpoBaHus; obecneyeHmne AoONOSTHUTENBHOM 3alUnThI:
B Odunbtpaums no MAC-agpecy

B OdunbTpauus IP-agpecos

B TpaHcnauusa nopToB

®dyHkuma DHCP-cepBepa, obecneunBarowiasds aBTOMATUYECKOE  Ha3Ha4veHue
IP-agpecoB nNonb3oBaTeNbCKNMM YCTPOMCTBAM, MOAKMIOYEHHBIM K CETU.

Beb- nHTepdenc ons KOHOUrypupoBaHus 1 agMUHUCTPUPOBAHUS YCTPOUCTBA.
KoHTponb gocTtyna ons ynpasneHus Nofnb3oBaTensamm B ceTu.
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2. Hactpouka 3G/4G PoyTtepa

2.1. PekomeHOauyuu rno ycmaHoeke

3G/4G PoyTep no3BonsieT opraHM3oBaTth 4OCTYN K ceTu VIHTepHeT Yepes 6ecnpoBogHoe
noakntoveHne npakTmdeckn n3 noboro mecta, B npeaenax paguyca AencTBUs curHana
Wi-Fi. Tlpu pasmewieHum ycTpoucTBa [MOMHUTE, YTO KOMMYECTBO, TOMWMHA W
pacnosioXkeHue CTEeH, NepekpbITUA W APYrMxX nNpenaTtcTBUA MOryT OrpaHuMyYnBaTtbhb
AencTeue pagumocurHana.

CtaHgapTHbIN pagnyc OencTBusA 3aBUCUT OT TuMa WCMONb3yeMbIX MaTepuarnioB W
POHOBOro paamMo4acToOTHOrO LWyma B AOME Mnm oguce.

[Ons yBenuyeHus paguyca pgencrteust 6GecnpoBOAHOro ycTponcTBa cobnoganTe
crnegyrowmne pekomeHgaumnu:

1. CBeante K MUMHMMYMY 4mMcno cTeH un nepekpbitun mexgy 3G/4G Poytepom u
Apyrumn 6ecnpoBOAHbIMKU yCTponcTBaMu B ceTu. Kaxaas cTeHa vnv nepekpbiTue
MOryT ymeHbwnTb pagunyc aencteus 3G/4G PoyTtepa Ha BenuunHy o 30 MeTpos.
MpumeyaHue: AHanNOrM4YHble OrpaHUyYeHUss HeobXoAMMO  yuuTbiBaTb  ANS
LLIMPOKOMONOCHOIo NOAKIYEHNS no TEXHONOINAM
EDGE/GPRS/HSDPA/EVDO/WIMAX.

2. Pasmelwante ycTponcTBO BOanM OT 3MEKTPOMArHUTHbIX NPUOOPOB (Takux, Kak
CBY-neun, cnctembl KOHOULMOHMPOBAHUS BO3dyXa WU TeneBu3opbl), SABMSHOLNXCH
NCTOYHMKaMN pagnonomex.
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2.1.1. Bknr4yeHue ycTpoucTea
MoakntounTe 6ecnpoBOAHON poyTep K NIOKanbHOW ceTH
MNpumeyaHue: HE nopkntoyamTe YCTPOMCTBO K UCTOYHUKY MUTAHUS OO BbINONIHEHNUS
NpUBEAEHHbIX HMKE YKa3aHWI No YCTaHOBKE.
1. Mogkntounte Wi-Fi-aHTEHHY:

Puc. 2.1

a. W3BnekuTte aHTEHHY M3 NNACTUKOBOM YNaKOBKM.

b. Bpawas aHTeHHy No YacoBOW CTpesike, Kak MoKas3aHO Ha pUCYHKe 2.1, HageXHo
COeANHNTE €€ C aHTEHHbIM Pa3beMOM Ha 3aHEeN NaHenu yCTponucTea.

c. [locne 3akpenneHusi HanpaBbTe aHTEHHY BBEPX, MOBEPHYB Ha LWapHUpe. 3To
obecnevnt onTMManbHbIM NPUEM CUrHana.

2. BcraBbte 3G/4G-momem B pasbem USB Ha 3agHen naHenu yCTPOWCTBA, Kak
nokasaHo Ha pUCYHKe 2.2.
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Puc. 2.2

MpumeyaHue: YCTpOMUCTBO npefHasHadyeHo Aana pabotel ¢ USB-mogemamn,
noggepXxumeamlnmMmn cregyowme craHgaptel nepegadn gaHHblx: 2G (CDMA 450
IXRTT / EDGE / GPRS), 3G (CDMA 450 EV-DO / HSDPA / UMTS), 4G (WIMAX).
[ononHutensHble cBedeHNa O xapakTepucTukax Bawero USB-mogema Bbl MOXeTe
YTOYHUTb B PYKOBOACTBE MNosib3oBaTens, npunaratmoLemMcs K Moaemy.

3. Mogkntounte ceteBon kabenb Ethernet k nopty LAN Ha 3agHen naHenu ycTponcTea.
MpoTnBONONOXHLIA pa3bemM kabens nogknwoumMte K cBobogHomy nopTy Ethernet
CeTeBOro apganTtepa KOMMblOTepa, KoTopbini OyaeT uvcnonb3oBaTbCA AN
KOHoMrypupoBaHus yctponcTea — puc. 2.3.
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4. Tlogknw4ynTe WMCTOMHUK NMUTaAHUA K THe3dy Ha 3agHen naHenu YCTPOWCTBa, Kak
nokasaHo Ha puc. 2.4.
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5. MNoaknounTe NCTOYHMK NUTAHUSA yCTpOV’ICTBa K pO3eTKe CeTu nNnuTaHug.

CocTosiHMe NHANKaTopoB (CM. puc. 2.5)

a. Ecnim USB-mogoem nogknoyeH K ycTpoucTsy, 3aroputcs wuHgukatop 3G,
pacrnonoXeHHbIN Ha nNepeaHen naHenu ycTponcTea.

b. lNo 3aBepweHMM ycTaHOBKM Ha nepefHeN NaHenu YCTPOWUCTBA [AOSDKHbI
3aropeTtbca cnegytowme nugukatopsl: 3G, LAN, Wi-Fi.

c. OnucaHue Bcex pPexMMoOB uHOuKauuMuM npmBeneHo B pasgene 1.4 «[aHenb
NHOUKaLUN .

\
( 3G LAN WAN WIFI

(evoe

Puc. 2.5
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3. Ucnonb3oBaHMe KOHCONM aaAMUHUCTpaTOopa
[nsa Havyana paboTbl poyTepa Heob6XoaAMMO NPOM3BECTU €ro HacTpounky. Heobxogmmbie
napameTpbl KOHUrypauum yCTPONCTBa Bbl MOXETe YCTAHOBUTb C MOMOLLBI MEHH0
BeO-KOHCONM aaMUHUCTpaTopa, Ansi AOCTyna K KOTOPOW BbIMOMHWUTE crieayolime
nencTeus:

1.YbeaunTtech, YTO YCTPOMCTBO BKIIOYEHO M MOAKIMOYEHO CeTeBbIM Kabenem K Ballemy
KOMMbIOTEPY.

2. 3anyctute nHTepHeT-6payaep.

3.B agpecHon cTpoke 6paysepa BBegute |IP-agpec yctponcTsa.

IP-agpec, ycTaHOBMEHHbIN MO YMOJSTYaHWUIO:

http://192.168.123.254

IRI=TE
E - |g, http:ff192. 1658, 123.254] j (| X ILiveSearch 2|~
File Edit Miew Favorites Tools  Help @ -
E O @ TEWCR-100 | | f - ) - o= v hPage v (O Tonks - 7
-4 Web-koHcone TE WCR-100 (R0.01a0)
fermingl equipment -
< MEHKO NONB30OBATENA “Hl Cratyc
. BeeguTe naponk: | {no ymon4aHmio : admin)
O COCTORHME MOJKMF4EHHA WAN [ CnpaBka ]
Mapametp COCTORHME MprMEYaHIA
|P-agpec 0.0.00
Macka nogcetn 0.0.00
Wnio3 0.0.0.0
Anpeca cepeepos DMS 0.0.0.0,0.0.00 o

BpemMA nogknioyeHna -

J CeefeHuA o GECNPOBOAHOM MOJEME

Mapametp CoCToAHME MprMeYaHna
CBEOEHUA 0 ModEMe - Mopasp*HEaEMele YCTPOICTES
COCTOAHWE COBAMHEHMA MOAKMKYEHHE. .

MOWHOCTE CHTHaNa -

KA cet -

=
1| | B

| l—l_l_l_’_m@ Inkernet | R1o0% -

MpumeyaHue: Ecnu IP-agpec, HasHa4YeHHbIM ANg poyTepa no yMon4aHuio, Obin
n3mMeHeH, ybeamTtech, 4TO BBOAMTCS BepHbIv IP-agpec.

CtpaHuua 14 u3 74


http://192.168.123.254/

4.B tekctoBom none «Maponb» (Password) BBeaute naposib: admin

-'il Craryc

., Beegwure naponk: \ v 1 (no ymon4aHuio : admin)

5. Haxxmute kHonky «Bxoa» (Login)

3.1 MacTtep ObICTPON HACTPOUKHU

HacTporika ycTponcTBa MOXET ObiTb BbINOMIHEHA O4HMM U3 BYX CNOCOOOB:

® [InA ocywecTBeHNa HAaCTPOMKM YCTPOMCTBA B AMANIOrOBOM pPeXUMe Bbl MOXETE
nucrnonb3osatb MacTtep ObiICTpon HacTporku. [Ona BbINOSHEHUA HaCTPOWKM
Bbl6epute nyHkT MacTtep (Wizard).

® [InA ocyLleCcTBIEHUss HACTPOMKN YCTPOMCTBA B PYYHOM pexume Bblbepute nyHKT
PacwwupeHHas yctaHoBka (Advanced Setup).

< BhbiOepWTe onepaun

¥ Macrtep

{~  PacwnpeHHan yCTaHOBKA

* 310 OKHO DyAeT oTobpaxarsCH [0 BeINONHeHWA Bcex waroe Macrtepa.

Mpogon*nTe |

® [Ina Havana paboTtbl HaXxxMuTe KHOMNKy MpogomkuTb (Enter).
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C nomolLb

cnocobom.

to MacTtepa ObICTPOM HACTPONKN Bbl MOXETE HACTPOUTbL NapamMeTpbl As
BbIxoaa B VIHTepHeT n oprannsaumm Wi-Fi-cetn Hanbonee npocTbiM 1 GbICTPLIM

B nowaroson popme MacTtep no3BonsieT Nnpon3BeCTU HAaCTPONKMU:

a.
b.
C.

Maponsa poctyna k Be6-nHtepdency (Login Password)
Mo6anbHon cetn (WAN) (WAN Setup)
BecnpoBogHom cetu (Wireless Setup)

[ns Hayana HacTpourkn HaxmuTe KHonky danee (Next).

« MacTtep HaCTponKK [ Boixoa ]
MacTep nowaroBoi HaCTPONKK NOMOKET Bam Nerko u ObICTpo noarotoButs poytep TE WCR-100 k padote.
» War 1. YCTaHoBKa napona agMuHUCTpaTopa
» War 2. YCT3aHOBKa Y3COBCro NOACa
» War 3. HacTpoika gocTyna K ceth VIHTepHeT
» War 4. Hactpoika GecnpoBogHon cetn
» War 5. MNpoBEpKa HACTPOEK
» War 6. 3aBepleHne
LWar 1. YcTaHoBKa naponsi ona gocryna K Be6-uHrepcency
J Mactep HacTponku - YCTaHOBKa napons aaMuMHIUCTparopa [ Boixoa ]
» Tekylwwit napons { ‘
» Hoewllt napons | ‘
» MNoaTeepxaeHue | ‘

OTa HacTpounka Mactepa no3BonNUT BamM U3MEHUTb TEKYLLUMIN Naponb, HeO6XxoanMbIA Ans
AocTtyna K Beb-mHtepdency ycTponcTaa.
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[ns noBbilweHnss 6e30MacHOCTU, NPV NEPBOM BKIIHOYEHUWN YCTPOMCTBA PEKOMEHAYETCS
CMEHWTb Naporib A0CTYNa Ha OTMIMYHbIA OT YCTAHOBIIEHHOIO MO YMOSIHaHMIO.

[ns aToro:

1. B none Tekywuun naponb (Old Password) BBeguTte Tekylwmin naponb goctyna (npu

nepBOM 3anycke yCTPOMCTBa Naporib, YCTAHOBMEHHBIN N0 YMOn4yaHuio — admin).

2. B none Hobin naponb (New Password) BBeauTe HOBbI Naposib.

3. B none MNopresepxpaeHune (Reconfirm) noBTopuTe BBOA HOBOrO Mapons — OH
AOMMKEH coBnaaaTth C naposieM, BBEAEHHbIM B NpeabiayLem nose.

4. Haxmute Oanee (Next) ana nepexoda K cneayowmm napameTpam yCTaHOBKMU.
Ecnv nsmeHsTb TekyLLMi Naposnb He TpebyeTcs, NponycTuTe 3TOT Lar, OCTaBMB Nong
He3anosiHeHHbIMK, 1 HaxmuTe Oanee (Next).

LWar 2: HacTporka YacoBoro nosica

J Macrep HacTporKu - YCTaHOBKa 4aCOBOro nosca [ Bbixoa ]

(GMT+03:00; Mockea, CankT-Metepdypr, Bonrorpag v

[ ABTOOCNPEdEnEeHNE ]

< Ha3ag Bpems > [anee =

OT1a HacTpovka MacTtepa no3BonMT BaM ykas3aTb TEKYLLMIN YAacOBOM MOSIC, UCMOMb3YEMBbINA
YCTPOWUCTBOM.

Bbibepute TpebyeMmblil YacoBOW NOSAC M3 NPUBEAEHHbIX B BbiNadatoLLeM Cnucke, Unm
HaxxmuTe ABToonpeaeneHue (Detect Again) Ana aBToMaTUYECKOro onpeaeneHus
4acoBOro nosica, UCrnosib3yemMoro onepaurMoHHON CUCTEMOI BaLLEro KOMMboTepa.
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LWar 3: Bbibop Tuna noakno4veHusi, UICNosb3yemMoro AnA Bbixoaa B UHTepHeT

. Mactep HacTponku - Hactpoinka aocrtyna K cetu MHTepHet [ Bbixoa ]

@' Onpegennts HaCTpOﬁKH dBTOMATHUYECKN

O YCTaHOBNTL HACTPOITKN BRYYHYIO

Mo ymonyaHuio yctaHoBreHo aBToMaTtudeckoe onpeaenenve tmna WAN: ycTponcTso
onpegenut, kakon Tun WAN 6ygeTt ncnonb3oBartbca Ans Bbixoga B MHTepHeT. Ecnu
Heobxoammo ykasaTtb ucnonb3yembin Tun WAN BpyyHyto, BbiIbepuTte NnyHKT YCTaHOBUTb
HaCTPOMKUN BPYUHYHO.

J MacTtep HacTpoitku - HacTpoiika aoctyna K cet MHTepHet [ Bbixoa]
» IP-agpec LAN [192.168.123.254
» WHTepdenc goctyna USB-I».}OQQIJ v\
» Tun WAN 3¢ |+

Mpu aBTOMaTU4eckom Bblibope Tvna WAN no ymonyanuio yctaHasnusaetca tun WAN,
cooTBeTCcTBYHOLWMNIN BecnpoBogHon cetn 3G.
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J Mactep HacTpounkm - 3G [ Boixoa ]
» Mpodune coeguHeHuA ® Asroonpegenenne O Bpyunyio
» PIN-kog |(HeoBA3aTeNbHLIN NapameTp)

Mpn Bbibope TMna WAN ”3G”, poyTep npom3BedeT NOMbITKy aBTOMATUYECKOro noucka
Hanbonee noaxoasiwero npodpuna coeguHeHns 3G. Ecnu Ha SIM-kapte USB-mogema
yctaHoBneH PIN-kog, Beegute ero B none "PIN-kog".

LWar 4. Hactponka napameTpoB 6eCcrnpoBOAHOro NoAKM4YeHUs

J Macrep HacTpoHKi - HacTpolika DecnpoBoAHOro coeaHeHNa

» becnpoB0oAHad CeTe
» Mma cetn (SSID)

» KaHan

« BrnoyeHo C OTKADYEHO

[AICR-100
[ =]

[ Boixop, ]

1.

2.
3.

4.

= Hazap, |

Wi-Fi >

Bbibepute BkntoueHo (Enable) nunu OtknroveHo (Disable) ansa BknoyeHnsa nnm
OTKItO4EeHUs BecnpoBoOaHOM ceTw. [NapameTp, YCTaHOBMEHHbLIM MO YMOnYaHuio: BknrovyeHo

(Enable).
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Janee = |

Uma cetn (SSID): 3apante ums 6ecnposogHon cetu (no ymondanuto: WCR-100).
Kanan (Channel): BbiGepute kaHan 6ecnpoBogHON CBA3WN, COOTBETCTBYIOLLIENO 30HE
6ecnpoBOAHOr0 NOAKNIOYEHMS.

Onsa npogomkeHus HaxmuTe kHonky danee (Next).




Lar 5. Bbibop meToaa 3awmTbl 6ecnpoBOAHON CeTH

W Macrep HacTpolku - Hacipolika 6ecnpoBoaHOro coeauHeHna

[ Boixon ]

» AyTeHTudrKaupma

» 8021%

* Tun wrdposaHna

| OTKPBITEIA ;_I

& BrnioveHo & OTKNIOYEHD

= Hasag l

[ Hayano > Mapone > Bp

ema > LAN/WAN

)OBEPKD

Janee > I

Mo yMOnyaHuio yCTaHOBMEH OTKPbITbIN (He3alUMLLEHHbIW) TUN AocTyna K 6ecnpoBogHoOm

cetn. [lpu
(pexomeHpyeTcs).

LWar 6. MpnmeHeHne HacTpoek

HeobXoaMMOCTM  ycTaHoBUTE Ge3onacHbIN

pPeXNM ayTeHTVI(bVIKa unn

[ Boixog ]

« Macrep HacTpoii - NpoBepka HacTPoeK
l'lposepb're YKa3aHHble HaCTpOIﬁI{M nepeg UX nNAppMeHeHUeM:
[ Hacrpoiiiat WAN |
Tun WAN 3G
Touka poctyna (APN) -
PIN-kopg, -
Ten. HoMep A03BOHA -
WA nonb3oBarens -
Maponb e
[ HacTpoina Wi-Fi |
becnpoBogHas cetb BrnioyeHo
SSID WCR-100
Kanan 11
AyTeHTHOMKALMA OTKPLITEIA
Tun wucpoBaHus Het
[CIniporectupoBat coeauueHme, MCNONL3Ys YKa3aHHbIE HACTPOMIG?
[ Hayano > lMaponb > Bpewma > LAN/WAN > Wi-Fi > [1poBepka > lotoBo! | [ MPMMEHWTE HACTPOMKK ]
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NTorosoe okHo MacTepa cogepXuT BCe HaCTPOWNKM, yCTaHOBMEHHbIE BaMU B NpoLiecce
KOHUryprpoBaHus. [na npuMeHeHns nponssefeHHbIX HACTPOEK HAXKMUTE KHOMKY
FotoBo (Apply Settings).

L Mactep HACTPOWEM - NPUMEHEHIE HACTPORK [ Buixon ]

HacTpoiika 3aBepLueHa.

HaxmnTe KHonky “ToToB0" ONA 3aeepwednAa paboTel Mactepa

=Hazan Finish! raToRD |

MNocne npuMeHeHMsa HacTpoek AOXANTECH NOSIBNEHNSI COOTBETCTBYIOLLIErO YBEAOMIIEHUS.
Haxmute MoToBo (Finish), 4Tobbl BEPHYTLCA Ha CTPaHULY COCTOSIHUS.

3.2 MeHI0 agMUHUCTpaTopa

3.2.1 OcHoBHbIe HacTpounku (Basic Setting)

L OCHOBHLIE HACTPOMNKH

HacTpoiki Ceth

- BLINOMHWTE HACTPORKY CeTel LAN 1 WAN.

Cepeep DHCP

-HactpoiTte pafoTy poyTepa B pesume DHCP-cepeepa.

BecnpoBoOHan CeTk

- YEZMWTE NapaMeTpsl HACTPOMKN OOCTYNA K Baweld GecnpoBodHoR CeTK.

« CMmeHa naponA

- Mo3e0NAET CMEHWTE NApoNkL OOCTYNA K HACTpofKam poyTepa.
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3.2.1.1 Hactpowmku cetu (Network Setup)

< Hactpowen LAN

JNeMeHT

JHa4YeHne

F |P-agpec LAN

[192.168.123.254

¥ Macka nogcetu

|255.255.255.0

< Hactpowen VWAN

[ Cnpaeka ]

F MIHTepdelc gocTyna

IUSEI—MUJII,EM j

F Tun WARN

aG -

-

Mpodune coegUMHEHWA

@ pAproonpepenenne ' BpyyHyio

-

PIrM-kog

| (Heo@A3aTENLHO)

-

YNpaeneHWe NoOOKNIKYEHWEM

IHEI‘IDEDI:-IEHUE! MOOKMHYEHNE j

-

MogknioyeHte OOCTYIHO

% Beerna Mo pacnucannio

FMTL

IU (0 = aeToONpedeneHne)

-

YOep#aHie NogKnoYeHna

¥ OTkmKOYEHD
" 3anpoc LCF echo

¥ [IHTepEAN 10 CEKYHD,

¥ Makc. yncno ownbok IZ

" MWHr yganeHHoro xocTa

b IP-agpec |

F IHTEpRAN CEKYHO

COXpaHnTE | GTMEHal

IP-agpec LAN (LAN IP Address) — nokanbHbin IP-agpec yctponctBa. Komnbrotepebl,
NOAKITIOYEHHbIE K CETU YCTPOMCTBA, AOIMKHbI UCNONb30BaTh 3TOT IP-agpec B kavyecTBe
agpeca OCHOBHOrO WIo3a Ans Bbixoga B MHTepHeT. [py He0B6XoaMMOCTM Bbl MOXETE

n3MeHuTb Tekywmnn IP-agpec LAN.

3G-pe3epBupoBaHue (3G Failover) — tun WAN 6yaneTt nameHeH Ha 6ecnpoBoOaHON
(3G) aBTOMaATM4ECKK, €CIN NPOM3ONLET OTKIIOYEHNE NPOBOAHOro coeamHeHns WAN.
Muur ypanéHHoro xocta (Ping Remote Host) — Heobxoammo BKNOYUTL 3Ty
dyHKUM0, ecnu ucnonb3yetcs yHkuna "3G pesepsupoBaHue”. Beeaute IP-agpec
Beb-pecypca Ana nNpoBepkM coefuHeHus ¢ uHTepHeTom, Hanpumep DNS-cepsep

Google: 8.8.8.8, unu nobon gpyron IP-agpec, Haxoaawminca B rnobansHON ceTu.

Tun WAN (WAN Type) — Tun noaknwyeHus k cetun WHTepHeT. Bbibepute Tun

COeANHEHNs U3 NPEeOOSMKEHHOro cnmcka:
Cratuyeckum IP-apgpec (Static IP Address)
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Ecnu Bbl ncnonb3yeTe crtatudeckuin |IP-agpec Ans BbIXoda B WMHTEPHET, yKaxute

napamMmeTpbl coeanHeHnA, Ha3Ha4eHHble BallM MHTepHeT-HpOBaVIﬂepOMZ

e IP-agpec WAN (WAN IP Address)

e Macka nogcetn WAN (WAN Subnet Mask)
e LWno3 WAN (WAN Gateway)

e OcHoBHoM DNS (Primary DNS)

e AnbtepHaTuBHbIN DNS (Secondary DNS)

 Hacrtpoia LAN
InewMenrt 3HavyeHue
v IP-agpec LAN [195168712372;17]
» Macka nogceTd 2552552550 |
« Hacrpoias WAN [ CnpaBka ]
» MHTepdeic gocTyna [Efﬁernef-xéﬁvénbﬁv}
b Tun WAN | CTaTwdeckwit IP-agpec |
[ Brnioueno
3G peagpeEnpoBaHHe MMHT ¥ AaNeHHOrD xocra:\
b IP-aapec YWAN \ ]
» Macka nogcetn WAN ’ ‘
b Wniosz WAN [ \
» OcHOBHOW DNS ’_ f
b ANbTEPHATHEHBIA DNS \ l
» OTENYUTE NAT O Aa
[ CoxpaHuTe ][ OTMeHa ]
OuHamunyeckun IP-agpec (Dynamic IP Address)
e Uma xocta (Host Name) — ykaxute ums yctponctsa. HeobasaTenbHbIN

napameTp, Tpebyembli HEKOTOPbLIMU MHTEPHET-NPOBaaepamu.

e MAC-agpec (MAC address) — ykaxute MAC-agpec ceTeBoro uHtepdenca,
yepe3 KOTOpPbIA OCYLLEeCTBNsieTcAa Bbixog B WHTEpHET B ceTn Ballero
NHTEpHeT-NpoBangepa. HeobssatenbHbli napameTp, TpebyeMbli HEKOTOPbIMK
WHTEPHET-NpoBangepamMmu.
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< Hacrtponku LAN

3nemeHT 3Ha4eHue
» IP-agpec LAN [192.168.123.254
» Macka noacetn I255.255.255.0
< Hactponku WAN [ CnpaBka ]
b VHTepdelic gocTyna | Ethernet-kaGens v/
» Tun WAN | AuHanmueckuit IP-agpec v
™ Bxnioyexo

-

3G-pe3epeUpoBaHNE
MMUHT yOaneHHoro XocTa: l

Klma xocTa | (HeoBA3aTeNLHLIN NapameTp)

»
» MAC-agpec,
~ 3
33pPErNCTPUPOBAHHbIN | KnoHupoeaTs |
y Nnpoeangepa
b YNpaeneHne coeanHeHnem | Henpepeienoe noakniovenne |
» OTKMIOUNTE NAT I na

COXpaHnTb OTMEHE ]

PPPoE (PPP over Ethernet)

e Wwmsa nonb3oBartens, MNMaponb (PPPOE Account, PPPoE Password) —
YKQXXUTE MMS NONb30BaTENs U Naposb ANsi COEAUHEHNS.
e YnpaBneHue coeguHeHmem (Connection control) — BbibepuTe oguH m3

TpeXx peXxXnmoB ynpaslieHNA UHTEPHET-COEOUHEHUNEM!

o MNopgknioyeHue no TpeboBaHuto (Connect-on-Demand) — npwu
NCNONb30BaHUN 3TON HACTPONKM COeQUHEHNE C UHTEPHETOM ByaeT
yCTaHaBnMBaTbCs NPU Hanu4Mm ncxogsawmx IP-naketos ot
KIMEHTCKOro YCTPONCTBA, U NpepbIBaTbCA NPy UX OTCYTCTBUN.

o HenpepbiBHOe noakniovyeHue (Auto Reconnect (Always-on)) —

npu  WUCMNONMb30BaHUM  3TOM  HACTPOWMKM  yCTpOWCTBO  Byaer
NOAKIHOYEHO K ceTU MIHTEPHET HENPEPBLIBHO.

o [lNogknroyeHue Bpy4Hyro (Manually) — npu ucnonb3oBaHUM 3TON
HaCTPOWKM coeguHeHne ¢ VIHTepHeT  ycTaHaBnuvBaeTcs
nonb3oBaTeneM Bpy4YHyl0, HaxaTtunem kHorku [loakmnouuTb Ha
cTpaHuue «CtaTyc» Beb-KoHconu.

e MakcumanbHoe Bpemsa oxupgaHua (Maximum Idle Time) — ykaxuTe
MakCUMarnbHO [OMyCTUMOE BpeMs HEeaKTUBHOIO COCTOSIHUSA COeOUHEHUS
PPPOE p[o aBTOMaTM4yecKoro OTKIHYEHUA ceaHca. YKaxute HyrneBoe
3HayeHne  unNM  UcCnonb3ynTe  aBTOMATU4ecKkoe  BOCCTaHOBMEHWe
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noaknyeHna (cM. «HenpepbiBHOe nogknioveHre») AN AeakTuBauuu
3TOro napameTtpa.

Uma cnyx6bl PPPoE (PPPoOE Service Name) — HeobsizaTenbHbIn
napametp. Beegute wums cnyxbbl, ecnu 9T0 TpebyeTrca Bawum
WHTEPHET-NpoBangepom. B npoTMBHOM criyqyae octaBbTe Nnosie NycTbiM.

MakcumanbHbI pa3mep naketa (Maximum Transmission Unit (MTU)) —
npy HeobXoOAMMOCTM, YKaXuTe 3HavyeHMe MaKCUManbHOro pasmepa
IP-nakeTa, npuHaToe B ceTu Bawero MHTepHeT-npoBangepa. Hanbonee
pacnpocTtpaHeHHoe 3HadyeHne MTU: 1492, [na aBTOMaTM4ecKoro
onpegeneHnsa sHadeHns MTU ykaxuTte 0.

3G pesepBupoBaHue (3G Failover) — tun WAN 6ygeT u3MeHeH Ha
6ecnposogHon (3G) aBTOMATUYECKM, €CNU NPOM3OMAET OTKMOYEHME
nposogHoro coeanHeHnsa WAN.

MuHr ypanéHHoro xocta (Ping Remote Host) — Heob6xoanMO BKIHOUUTL
3Ty dyHKUMIO, ecnu ucnonbdyetca QyHkuna "3G  pesepBupoBaHMeE”.
Beegute IP-agpec Beb-pecypca ans npoBepku CoeaUHEHNSA C UHTEPHETOM,
Hanpumep DNS-cepsep Google: 8.8.8.8, nnun nwobon apyron IP-agpec,
HaxoaawWmMncs B rnodanbHOM ceTu.

. Hactpouku WAN [ Cnpageka ]
» ViHTepdenc goctyna irﬁt’her‘ngtjlggc’)‘egg; v
b Tun WAN grPPPoE v

[] BrnioyeHo
3G-pe3epenpoeaHne I
MWHT yaaneHHoro xocTa: |

v

Wima nonb3oeatena [ |

-

Maponk

-

OcHoeHOW DNS

-

ANbTEpPHATUBHLIN DNS

b YNpaeneHne coeguHeHnem ?Ir'lonkmouemte no TpedoBaHni 'Z
» MaKcMManeHoe BpEMA ;,300 %CQK;’H,’J
OKWOEHNA — ‘
¥ VimA cnyx0sl PPPOE 7 \ (HeoD0A3aTENLHLIN NapameTp)
» Ha3HauyeHHbll IP-agpec \ (HeoOA3aTenbHLIN NapameTp)
» MTU 07 \ (0 = aeToonpegeneHue)
b OTKNOYNTL NAT O aa

[ Coxparuts || Otmena |

CtpaHuua 25 u3 74



PPTP

Mepen Hayvanom Hactpoukn VPN-coeauHeHna PPTP npoussBegute HacTPOWKK
BblIxoga B WHTepHeT, BblbpaB Ctatnyeckmm IP (Static IP Address) wnn
OuHamuyecknn IP (Dynamic IP Address), kak onucaHo Bbilwe. 3aTtemM npovseseguTte
HacTporky PPTP-coeguHeHus:

e IP-agpec (Server IP Address/Name) — ykaxuTe IP-agpec yoaneHHoro
PPTP-cepsepa.

Uma nonb3oBaTtensa v MNaponb (PPTP Account and Password) — ykaxuTte
yyeTHble [aHHble ANna [AocTyna K YyAaneHHOW CeTu, Has3HayeHHble
aAMWHNCTPATOPOM CETMW.

UpeHTucpukatop nogknioveHusa (Connection ID) — HeobsizaTenbHbIN
napameTtp. BBeante uma coeguHeHWa € yoaneHHOM CeTblo, ecnv 3To
TpebyeTcsa Ans OCyLLIECTBNEHMS NOAKMIOYEHUS.

MakcumanbHoe Bpema oxupgaHua (Maximum ldle Time) — ykaxuTe
MakCMManbHO AO0MYCTUMOE BPEMsi HEaKTMBHOMO COCTOSIHUSA COeLUMHEeHUs
PPTP, N0 ncreyeHnmn KOToporo npomMsonaetT aBToMaTtuyeckoe OTKIYeHne
ceaHca. YKaxuTe HyrneBoe 3HayeHue UM UCNoNb3ynTe aBTOMaTuyeckoe
BOCCTaHOBEeHMe nogknoyeHus (cMm. «HenpepbiBHOE nogknoveHne») ans
AeakTuBauumn 3Toro napameTpa.

3G pesepBupoBaHue (3G Failover) — Tun WAN 6ygetr u3MeHeH Ha
6ecnposogHon (3G) aBTOMATUYECKM, €CNMU NPOM3OMAET OTKIOYEHME
nposogHoro coeanHeHns WAN.

MuHr ypganénHoro xocrta (Ping Remote Host) — Heob6xoanMO BKIHOUUTL
3Ty YyHKUMIO, ecnu ucnonbdyetca QyHkuna "3G  pesepBupoBaHMe”.
Beegute IP-agpec Beb-pecypca ansa npoBepku CoeaUHEHNSA C UHTEPHETOM,
Hanpumep DNS-cepsep Google: 8.8.8.8, nnun nwobon apyron IP-agpec,
HaxoaaLWmMnca B rnodanbHOM ceTu.
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& Hactpowukun LAN

onemeHt 3HaveHune
b IP-agpec LAN [192.168.123.254
» Macka noacetu [255.255.255.0
W Hactpowkun WAN [ CnpaBka ]
b WiHTepdelic gocTyna | Ethernet-kaGens v
b Tun WAN [pPTP vl

[T BknioueHo

v

3G-pe3epeEnpoBaHNE
MUHT yO3NEHHOTD X0CTa: |

» Pexxum IP Iﬂl-1H3lv1l'NeCKl-1l'1 P v
» IP-agpec |
» Macka nogceTu I
» IP wnio3a |

v

IP-agpec/mma cepeepa |

v

mAa noneaceatena

» Mapone

» MOeHTUPUKATOP NOOKMIOYEHNA (HeoGA3aTenbHLIN NapameTp)

» MakcumManbHoe BpeMA A
: new 600 CeKyHO,
OKUOAHUA
> ¥npaeneHne coeguHeHnem IHenpepblaHoe NOOKNKYEHNE ;l

» MTU IO (0 = aeToonpegenexHue)

COXpaHuTe I OmeHaI

L2TP

Mepeng Havanom HacTtpovikn VPN-coeamHeHna L2TP npousBeante HaCTPOWKK
Bbixoga B WHTepHeT, BblbpaB Crtatuyeckmm IP (Static IP Address) wnn
OuHamuyeckun IP (Dynamic IP Address), kak onvcaHo Bbilwe. 3atemM npou3seguTe
HaCTPOWKy coeanHeHus L2TP:

e |IP-agpec cepBepa (Server IP Address/Name) — ykaxute |P-agpec
yaaneHHoro cepsepa L2TP.

e Uma nonb3oBatens u Maponb (L2TP Account and Password) — ykaxuTe
yYyeTHble [aHHble Ans [ocTyna K yAaneHHOW CceTW, Ha3Ha4yeHHble
afiMUHUCTPATOPOM CETMU.

e MakcumanbHoe Bpemsa oxupgaHua (Maximum lIdle Time) — ykaxuTe
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MaKkCMMarnbHO AO0MYCTUMOE BPEMS HEaKTMBHOIO COCTOSIHUA COefUHEeHUS
L2TP, N0 ncrte4eHnn KOToporo npom3onaeT aBTOMaTtMyYeckoe OTKMoYeHne
ceaHca. YKaxuTe HyneBOe 3HauYeHuMe UM UCNOoNb3ynTe aBTOMaTUYecKoe
BOCCTaHOBMEHME NoakntoyeHns (cMm. «HenpepbiBHOE NogkrntodeHne») ans
AeakTuBauumn 3Toro napameTpa.

e 3G pesepBupoBaHue (3G Failover) — Tn WAN 6ygetr u3mMeHeH Ha
6ecnposogHon (3G) aBTOMATUYECKM, €CNU MNPOM3OMAET OTKMOYEHME
nposogHoro coeanHeHna WAN.

e MuHr ynanénHoro xocta (Ping Remote Host) — Heob6xo4MMoO BKNIOYAUTb
3Ty yHKUMIo, ecnu ucnonbdyetca yHKUna 3G pesepBupoBaHue”.
Beegute IP-agpec BeG-pecypca ans NpoBEPKM COEAMHEHNSA C UHTEPHETOM,
Hanpumep DNS-cepsep Google: 8.8.8.8, nnn nobon apyron IP-agpec,
HaxoaAaLWmMnNca B rnodanbHOM ceTu.
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W Hacrponku LAN

3nemMeHT 3HaveHue
b IP-agpec LAN [192.168.123.254
» Macka nogcet [255.255.255.0
« Hactpouku WAN [ CnpaBka ]
¢ VIHTEpdeiic gocTyna IEthernet-Kaﬁenb ;j
> Tun WAN [LaTP =

" BknioyeHo

> 3G-pe3epenpoBaHIE
MWHT yO3NeHHOro x.ocra:l

» Pexum IP Iﬂl-1Harm‘1uecm-1ﬁ IP ;]

» IP-agpec

» Macka nogceTtu

b IP wnw3aa

> IMA Nonb3cBaTenAa

|
|
|
» IP-agpecinma cepeepa I
|
|

» Mapone
» IaKcum v =
[laKcumaneHoe Bpema 500 CeKkyHI
O¥MO3HWA
» ¥YNpaeneHue COeqUHEHNEM |H6ﬂDeDbIBH09 nopkniueHne |

P MTU IU (0 = aeToonpegeneHune)

CoXpaHuTb | OmeHal

3G

Mcnonb3yinTe 3TO MeH AN HacTpoMkM ©ecrnpoBOAHOTO MOAKIOYEHUS K CeTu
NHTepHeT Yepes 3G USB-mogem. [1ns aBTOMaTUYECKOro onpeaerneHvs napameTpoB
coeuMHeHnss BblbepuTe B MeHo  Onepatop npodunb  COEAVHEHMUS,
COOTBETCTBYHOLLME BaLleMy ornepaTopy MOGUIbHON CBA3W.

B cnyyae ecnu Ball onepaTtop He MpeAcTaBrieH B CNUCKE, YTOYHWUTE Tpebyemble
napameTpbl NOAKMOYeHMs B JoKyMeHTauun k USB-mogoemy wmnu obpatuBlnCh B
cnyx0y TexHW4eckon noadepxku onepatopa. Mcnonbays nornyyYeHHble CBeAeHWs O
napamMeTpax NoAKIoYEHNs, Npon3BeanTe HACTPOVkn 3G-CoeaMHEHUS BPYYHYIO:

e Touka poctyna (APN) — BBeaute wuma Toukm pgoctyna APN,
yCTaHOBIIEHHOE OrnepaTropoM COTOBOW CBA3W Ans coefamHeHnn 3G.
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PIN-kog (Pin Code) — ykaxute PIN-kog,
ncrnone3yemon sawmnm USB-mogemom, BkrtodeHa npoeepka PIN-koga.
Homep posBoHa (Dial-Number) — ykaxute HoOMmep TenegoHa Lwn3a,

ecInn

Ha SIM-kapTe,

ncnonb3yemoro Ans Bbixoaa B HTepHeT Yepes Baw USB-moaem.

Uma nonb3oBatena un lMaponb (User Name, Password) — BBegute

aBTOPU3aLMOHHbIE JaHHble, HeoOXoauMbIe ANs NoAKMNoYeHns K MIHTepHeT
B CeTW Ballero onepaTopa MobubLHON CBA3MW.

DNS) —

MaKCcumalibHO

OcHoBHOM DNS un AnbrepHatuBHbIin DNS (Primary DNS, Secondary
npu HeobXoOAMMOCTW, YKaxuTe agpeca OCHOBHOMO

pononHutensHoro DNS-cepBepoB BaLlero ornepatopa MOGUIbLHON CBA3MK.
MakcumanbHoe Bpemsa oxupgaHua (Maximum lIdle Time) — ykaxuTe
aonyctumoe BpeMsi HeaKTUBHOTO

n

COCTOAHUA

3G-coegmHeHnsi, N0 UCTEYEHMM KOTOPOro Mpoun3onaeT aBToMaTuyeckoe
OTKITIOMEHUS ceaHca. YKaxuTe HyneBoe 3HayeHue WM UCnonb3ynTte
«HenpepbiBHOE

aBToMaTnyeckoe BOCCTAHOBIIEHME NOOKITHOYEHNA (CM.

MOAKIIOYEHNE» ) ANA AeaKTMBauMmM 3Toro napameTpa.

2 HacTtpoikm LAN

INeMeHT

JHa4vYeHne

» |P-agpec LAN

[192.168.123.254

¥ Macka nogceti

|255.255.255.0

< Hactponkwn WAN

[ CnpaBka ]

F MHTepdelc gocTyna

IUSEI—MUJII,EM j

F Tun WAN

3G -

F Mpodune COBQUHEHWA

' ApToonpemenedue £ BpyuHyw

F PIM-Kog

I (HeofA3aTenLHO)

F YNpaeneHne NOQKMKYEHNEM

IHEI‘IDEDI:IEHUE NOOKNKYEHHE j

» MogknioyeHne OOCTYIHD

% Brerga ¢ Mo pacnucannio

 MTU

IU (0 = aeToonpegeneHue)

b YOep#aHne NogKnoyeHins

% DTRNIOYEHD
" 3anpoc LCP echo

¥ MIHTEpEAN 10 CEKyHA,

F Makc. yncno owndok IZ

' MuHr yoaneHHoro xocTa

b IP-agpec |
b [HTEpEAN CEeKYHO
COXpaHUTE | OTmeHa
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WIiMAX

Mcnonb3ynte 310 MEHK AONns HacTporku 6ecnpoBOAHOMO MOAKIIOYEHUS K CeTu
NHTepHeT yepes 4G USB-mogem WIMAX. B nyHkTe YnpaBneHue noaknoyeHuem
YKaXknute cnocob BOCCTAHOBMNEHUSI MHTEPHET-NOAKIMIOYEHUS.

& Hacrpoikw LAN

JnNemeHT

JFHaveHne

b |P-agpec LAMN

[192.168.123.254

r Macka nogceTi

|255.255.255.0

d HacTtpofkm VWAN

[ CnpaBka ]

¥ VIHTepdeAc gocTyna

IUSEI—MUJJ,EM j

F Tun WAMN

I Wikl - I

b YMpaeneHne NoOgEMOYEHNEM

IHE!I'IFIE!FII:-IEHCIE! NoOKNKYEHe j

COXpaHTE | CITI'I.-'IEHEll
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3.2.1.2 Hactpouku DHCP (DHCP Server)

J Cepeep DHCP [ CnpaBka ]
anemeHT 3Ha4eHne
-~ ~ PN O ~ (2) - -
» Cepeep DHCP O OtknoueHe ® BknwyeHo
» HayansHellt IP-agpec |100
» KoHeuHbI IP-agpec |200
» BpemA apeHdesl 186400 | cekynp
» JOMEHHOE UMA

[ COXpaHuTb ][ OTMmeHa ][ OonNCnHUTENLHO== ][ CNWCOK KNMEHTOE...

| 3akpennewrbie IP.. |

[na HacTponkun dpyHkum cepsepa DHCP HaxmuTe kHonky [lononHutenbHo>> (More>>):

CepBep DHCP (DHCP Server) — Bbibepute OTKno4yeHo (Disable) nnu BknroyeHo

(Enable) ansa BkntoveHnsa unu oTknoveHnsa pyHkumnmn cepsepa DHCP.

Bpema apeHgbl (Lease Time) — yctaHoBMTE Bpemsi apenabl |P-agpecos,
Ha3HavyaeMbIX knueHTam cepsepa DHCP.

HavyanbHbin/KoHeuHbIn IP-agpec (IP Pool Starting/Ending Address) — ykaxuTe
AnanasoH IP-agpecos, n3 kotoporo DHCP-cepsepom 6yayT HasHavaTbed IP-agpeca
ANa  KnueHTckux yctponcTtB. [pu npuxope 3anpoca IP-agpeca DHCP-cepsep
aBTOMaTUYECKM HasHavaeT KoOMMbKTEpy, C KOTOPOro npuwen  3anpoc,
Heucnonb3yemMbln IP-agpec n3 ykasaHHOro amanasoHa.

HomeHHoe nma (Domain Name) — HeobsizaTenbHbIN NapamMeTp, cogexpaLymm

cnyxebHyo nHopmaumio, kotopasa byaeT oTNpaBnAaATbLCA KINMEHTCKOMY YCTPONCTBY
npu HasHaveHun IP-agpeca.

OcHoBHou/AnbTrepHaTMBHbIN DNS (Primary DNS/Secondary DNS) —
Heobs3aTenbHbIN NapameTp, NO3BONAWMUI Ha3Ha4uTb IP-agpeca cepeepos DNS B
BalLLeWn nokanbHOW ceTu.

OcHoBHou/AnbTepHaTBHbIN WINS (Primary WINS/Secondary WINS) —
Heobsi3aTenbHbIM NapameTp, NO3BONALWNA Ha3HaunTb IP-agpeca cepeepoB WINS B
BalLien NnokKarnbHOM CeTu.

Wno3 (Gateway) — HeobsasaTenbHbIi  nNapamMeTp. YKaxuTe agpecom Lin3a

BbIXO4a B UHTEPHET, I/ICI'IOJ'Ib3yeMbIIZ B BaLLEW NOKanbLHOM CETU.

lMocne 3aBepLueHus HacTponkn cepeepa DHCP HaxmuTe CoxpaHuTb (Save) ans
CoXpaHeHus caenaHHbliX nameHeHnn, unn OTmena (Undo) onst OTMeHsb!.
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3.2.1.3 Hactpounkn Wi-Fi (Wireless)

- Hacrposa Wi-Fi [ CnpaBka ]

IneMeHrt 3Ha4yeHue
» BecnpoeogHan cete ® Brnioyeno O OTknoyeHo
» mA ceTn (SSID) WCR-100
» BewaHue SSID ® Brnioyero O OTknueHD
» Kanan (11 =
» Peskum Wi-Fi VVCMEUJaHHbIﬁ BIGIN v |
» AyTEHTHDUEAUMA ‘707"9!",7,?",’"’ v”’
» B02.1X O Brnioueno @ OtknioueHo
» Tvn wudposaHUa fHeT V

[ COXpaHuTL ][ OTMeHa ][ Wi-Fi MOCT... ]
[ HacTpoika WPS... ][ Cnucok knueHToe Wi-Fi... ]

OTO MEHI0 NO3BONUT HaCTpPOWUTb NapamMeTpbl 6eCI'IpOBO,D,HOFO NoaKMIOYEHNS B BaLllen CeTu.

BecnpoBoaHas cetb (Wireless) — BbibepuTte BknroveHo (Enabled) ansa goycryna k
HacTponkam 6ecnpoBogHoro noakntodeHna Wi-Fi. [Mepengute K HacTpourkam
napameTpoB TOYKM AOCTyNa:
MUma cetn (SSID) (Network ID (SSID)). — ycTtaHoBUTE uMs ang Bawen 6ecnpoBogHON
CeTUn, U3MEHMB 3HaYeHne, yctaHoBneHHoe no ymonyaHuo (WCR-100).
(MpumeyaHue: Nma SSID moxeT cogepxaTb 40 32 CUMBOSIOB.)
BewaHue SSID (SSID Broadcast) — Bblibepute BknroyeHo nnv OTKNO4YEHO, ecnu
TpebyeTtca (unu He TpebyeTcs) oTkpbITad nybnukaums nMmeHn Bawen 6ecnpoBOAHON
ceTn B adwmpe. B cnyyae 3zanpeta nybnukauum Bawy ceTb HEBO3MOXHO Oyaer
06Hapyxuntb B Wi-Fi-adpupe 0OblYHbIM CKaHMPOBAHWEM; ONsi MOLKITHYEHUS K HEN
KMMEHTCKOE YCTPOWUCTBO OO0SMKHO ByaeT nmetb nHdopmauunio o6 nveHu Ballen cetu
(cm. «Mmsa ceTu»).
Kanan (Channel) — ykaxuTe pagumokaHan, Ha KOTOpoM OygeT npoucxoauTb
nepegaya pagmocurHana B Bawlen 6ecnpoBogHOu ceTu.
Pexum Wi-Fi (Wireless Mode) — BbibepuTe pexmnm nepefayn LaHHbIX, KOTOPbIN
OyneT ucnonb3oBaTbCA B Ballen 6ecnpoBOAHOM CeTU. YCTPOWCTBO NMOAAEpXKUBaET
cnegywowme crtaHgaptel GecnpoBogHon nepefadn AadHbix: 802.11b, 802.11g,
802.11nLITE. Bbl MoxeTe BbiOpaTb n6OM M3 AOCTYNHbIX PEXMMOB, WU UX
kombuHauun — b/g, g/nLITE nnn b/g/nLITE. MNMpwn BoiGOpe pexnma nepegadn gaHHbIX
ybeoutecb, 4TO YCTPOMCTBA B Ballen ceTU NoaaepXmBatoT BblOPaHHLIA PEXUM.
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3HayeHne, ycTaHoBNeHHoe no ymonyaHuio: CmewaHHbin B/G/N (B/G/N mixed) —
ABNSAETCA YHMBEPCAlbHbIM A1151 BCEX TUMOB KIMEHTCKUX YCTPOWCTB.
AyteHTudpukauma (Authentication) — Bblibepute oguMH wn3 9  pexumoB
ayTeHTMduKaumm ana obecneveHms 3allmLLEHHOro AocTyna K Bawen 6ecnpoBoaHOM
cetn: OTKpbITbIn (Open), O6wwmn (Shared), ABTo (Auto), WPA-PSK, WPA,
WPA2-PSK, WPA2, WPA-PSK/WPA2-PSK, WPA/WPAZ2.

OTKpbITbIM (Open)

Mpy wucnonb3oBaHWM OTKPLITOrO TUMNa ayTeHTMdUKauum npoBepka npae AocTyna
npoucxoant 6e3 ydyacTus nonb3oBaTens, C WCNOMb30BaHWEM wuaeHTUdUuKaTopa
KITMEHTCKOro ycTtpomctea — Hanpumep, ero MAC-agpeca. B 3Tom crniyvae
ayTeHTMdKaumMs npoxoaut B [ABa 9dTana. Ha nepBom 9aTane 3anpawumnBaeTcs
MAC-agpec knueHtckoro yctpowuctea. [locne nonydyeHna MAC-agpeca poyTep
NpoM3BOAUT €ro MnpOBEPKY W OTNpasnsieT OTBET, cogepxawun coobuweHne o6
YCMNELIHON Ui HeycnewHon ayTeHTudunkaumm. HeycnewHaa ayteHTUrKkaums MoxeT
nmeTb mecto, ecnn MAC-agpec knveHTa SIBHO 3arnpeLyeH B napaMeTpax yCTponCTBa.

O6wwmn (Shared)

MpoBepka NOASIMHHOCTU C OBLLMM KITHOYOM OCHOBaHa Ha TOM hakTe, 4To 06e cTaHumu,
nNpUHMMaloLWMe yyacTme B Mpouecce NPOBEPKM MOANIMHHOCTU, MMEKT OOUHAKOBbIN
«0BLWM» KItoY nnm naponb. OBLWKMIN KoY 3a4aeTcst BPYYHYHO Kak Ha CTaHUMW KITMEHTa,
Tak M Ha Todke pgoctyna. Onsa opraHu3dauum 6GecnpoBogHOW ceTn goma unu B
HebonbLLIOM 0dnce B HACTosILLEE BPEMSA MMEKOTCA TPU TUMNa NPOBEPKM NOASIMHHOCTM Ha
OCHOBE MCMONb30BaHMsA 0bLLEro Knya gocTyna.

Mpwn ycTaHoBKe Kntova cobnoganTte crneayroume orpaHnYeHNs:

e B pexume HEX «knioy pomkeH cogepxatb oT 10 go 26 cuMmoBrioB B
wecTtHaguaTtupuyHom copmarte (0, 1, 2...8, 9, A, B...F).

e B pexume ASCII anunHa kntova gormkHa coctasnaTe oT 5 4o 13 cMmBOnoB.

ABTO (Auto)
Touyka pgocTtyna BbibepeT TUN NPOBEPKM MNOASIMHHOCTU (OTKPbITbIA MM obwmnin) no
3anpocy KrMeHTa aBTOMaTUYECKM.

WPA-PSK

B nonax LWudposaHne (Encryption) u Maponb (Preshare key) ykaxute Tun
LuncppoBaHUs COeANHEeHUs W YCTaHOBUTE nMaponb Ana [OCTyna K Ballewn
©ecnpoBogHOM CeTW.
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WPA

Mpn ncnonb3oBaHun TUnNa ayteHTMdmkaumn WPA, ana goctyna k 6ecnpoBogHOM CeTh
KITMEHTCKOE YCTPOWCTBO AOSHKHO MPOUTU ayTeHTUMKauMio Ha yaaneHHOM cepsepe
RADIUS. Ykaxute IP-agpec cepsepa RADIUS wnn ero gomeHHoe mms B none IP
cepBepa RADIUS (RADIUS Server IP). [lNpu HeobxoaMMOCTW, yKaxuTe nopT
NOOKITIOYEHUS K CEPBEpY.

B none O6wwmn knoy RADUIS (RADIUS Shared Key) ykaxute naposnb (Kntod)
aBTOpu3aumn, nposepsaemMbl cepsepom RADIUS.

WPA-PSK?2
Tun ayteHTudumkaumm WPA-PSK2 aHanornyeH tuny WPA-PSK ¢ mncrnonb3oBaHuem
AONONHUTENbHBbIX MeTOAoB WundgpoBaHus: AES n TKIP.

WPA2
Tun ayteHTndpukauum WPA2 aHanormdeH Tuny WPA € mMcCnonb30BaHUEM
AONONHUTENbHbIX MeTOAO0B WundpoBaHus: AES n TKIP.

WPA-PSK/WPA-PSK?2
CMelaHHbI  TMN ayTeHTUUKaumMm, BKAYaKWMA B ceba kak ayTeHTudumkauuio
WPA-PSK, Tak n WPA-PSK2.

WPA/WPA2
CMellaHHbIn TMN ayTeHTUMKaummM, BKoYaroLwmii B cebsa kak ayteHTudunkaumo WPA,
Tak n WPA2.

Wi-Fi mocTt (WDS Setting)

Ctangaptom IEEE802.11 gna 6ecnpoBoaHbIX ceTen onpegenieHa BO3MOXHOCTb paboThl
cucteMbl 6ecnpoBoaHoro pacnpegenexms tuna «moct» (WDS). Mpu ncnonb3oBaHum pexuma
WDS nonb3oBatenb nonyyaet BO3MOXHOCTb ©OecnpoBogHbIM crnocobom o6beanHUTb
pacnpefeneHHble TeppuTopuanbHO TOYKM [OCTyna MW, Takum obpasom, paclmpuTb
GecnpoBOAHY0 MHGPACTPYKTYPY B MecTax, rae pa3BepHyTb kabenbHyl CeTb HEBO3MOXHO
nnn HeadPPEeKTUBHO.

Ana peanusauuun pyHkummn «Wi-Fi MocT» BaM noHagobuTcs no KpanHen mepe 2 poytepa C
nogaepxkon pexunma WDS.
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[ns HacTponku paboTbl poyTepoB B pexxume WDS Heo6XxoaMMOo BbINOSMHUTL crieaytoLlime
aru:

1. Y6eautechb, YTO BCE POyTEPbl MMEIT OAMNH U TOT e TUN ayTeHTUUKaLUn 1

SSID.
& Hactpoikn Wi-Fi [Cnpaeka ]
JneMeHT JHaveHne
F BecnpoBogHan CeTh & Brroueno £ OTKNIOYEHOD
WA cetn (SSID) [wcR-100

b BewaHne S510 % Brroueno £ OTKNIOYEHO
b KaHan " =

b Pexam Wi-Fi | CiewanHen BIGIN |

b AYTEHTHRHEILWA |0TKDbITbe-1 ﬂ

¥ 802K " BkmoueHo * OTkniYEHO

P TUN W poBaHA IHET hal
COXpaHuTE I CITI'I.-'IE:HEll Wi-Fi mocT... |

Hactpoika WPS.. Cnucok knneHTor Wi-Fi_ . |

2. Bknitounte pyHkumo 6ecnposogHoro mocta (WDS).
3. Beegute MAC-agpec poyTepa, C KOTOPbIM HEO6X0OUMO YCTaHOBUTL COeANHEHME
WDS. Hanpumep, B MmeHto poyTepe 1 Heobxogmmo BBectn MAC-aapec poyTtepa 2,

n HaoboporT.
« Hacrtpouka WDS [ CnpaBka ]
3nemeHT 3Ha4eHune
» Hactpoiika WDS ' BrknioyeHo € OTKNKYEHO

» MAC-agpec Touku goctyna 1 |00150218100100110

MAC-agpec Toukn goctyna 2 I

-

MAC-agpec Toukn goctyna 3 I

MAC-agpec Toukn goctyna 4 I

COXpaHUTL OTMEHa I Haaa,ql
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4. [nga kaxgoro poytepa ycTaHOBUTE NokKanbHbIN IP-agpec, npuHaanexalmnn K
eanHon nogcetn. Hanpumep:

Poytep 1: 192.168.1.1

U Hactpoiku LAN

3nemeHT 3HauveHue
I » IP-agpec LAN |192.168.1.1
» Macka nogcetu |255.255.255.0
& Hactpowuku WAN [ Cnpaeka ]
» WnTepdeiic goctyna | Ethernet-kadens v/

» Tun WAN

lﬂl-iHaMl'NeCKHﬁ IP-agpec _v_|

b 3G-pe3epenpoBaHIe

[T BknioueHo

MUHr yOaneHHoro xocTa: I

» KImA xocTa

| (HeoGA2aTeNbHLIA NapameTp)

» MAC-agpec,
33aPETMCTPUPOBAHHBIN
y NpoBanaepa

[ KnoHupoeaTs |

> ¥YNpaeneHne coeguHeHUem

| Moakniouerue no TpeGoeaniio v

» OTKNHOYNTE NAT

[T ga

CoxpaHuTe | OTmeHa |
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Poytep 2: 192.168.1.2

W Hactpouku LAN

3nemeHt 3Ha4eHune
I» IP-agpec LAN [192.168.1.2
» Kacka nogcetu |255.255.255.0
W Hacrtponku WAN [ Cnpaeka ]
» WnTepdeliic goctyna |Ethernet—r<aﬁenb_:j
» Tun WAN [ AuHamuueckuii IP-agpec x|
" BknioyeHo
W s i MWHT YOANEHHOIo X0CTa: l
» VImA xocTa I (HeoOA2aTeNbHLIN N3pamMeTp)
» MAC-agpec,

33PETMCTPUPOBAHHBLINA
y Npoeangepa

| KnoHupoeaTh I

> YNpaeneHue coeguHEHUEM

| Moakniouerne ne TpeGoeannio v

» OTKNKOYNTE NAT

T aa

CoxpaHuTb | OmeHaI

YctaHoBka DHCP: Bo nsbexanue koHdnukta IP-coeguHenni, y poytepa 1
HeobxoaMmo akTmBupoBaTtb pyHKUno DHCP-cepBepa, B TO BpeMs Kak y poytepa

2 DHCP crnegyeT OTKMOUUT.

PoyTtep 1: cepBep DHCP Bknto4yeH

W Cepeep DHCP

[ Cnpaeka ]

3nemeHT

3Ha4eHue

» Cepeep DHCP

" OtknioyeHo © BrnwueHo

» HayansHbI IP-agpec

100

» KoHeyHbIl IP-3opec

|200

» Bpema apexasl

|85400 CeKyHA

» [OMEeHHOE UMA

CoxpaHuTte OTMeHa I JononHUTENBHO== | CNUCOK KNMEHTCE. ..

3aKkpenneHHsle [P I
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Poytep 2: cepBep DHCP oTknto4veH

« Cepeep DHCP

[ Cnpaeka ]

3nemeHT

3Ha4eHue

I » Cepeep DHCFP

& OtknoueHo © BknoyeHo

» HayaneHbll IP-agpec

100

» KoHeyHblit IP-agpec

200

» Bpema apeHsl

|85400 CeKyHa

» JOMEHHOE MMA

COoXpaHuTL | OmeHal

OONCnHUTENBHO== I

Crmcok knuewToe... |

3aKkpenneHHsle IP... |

6. lMlocne BbINOSTHEHUS YKa3aHHbIX Bbllwe waros, pyHkuna WDS ncnonb3yetca B
obounx poyTepax.

WPS

dyHkuma WPS npegctaenseT cobon Hanbonee GesonacHbii 1 NpocTor cnoco® gocTtyna K
GecnpoBogHon ceTn. B 3aBMCMMOCTM OT HAcTpoeK, AOCTYN K CETM MOXeT OblTb OCHOBaH Ha
ncnonb3oBaHumn PIN-koga, unnm ogHOBPEMEHHOM HaXKaTuW KHOMOK AOCTYNa — Ha KITMEHTCKOM
YCTPONCTBE U TOYKE A0CTyna.

W Hactpoika 3awmueHHoro Wi-Fi (WPS) [Cnpaeka ]
anemeHt 3HaveHne

» WPS ® Brnwoyero O OTkmoyeHo

» PIN-Kog 00020329 [ CreHepupoBaTk Hoewln PIN-kog ]

» KoHdurypauma

| Pernctpatop (Registrar} V]

» CTaTyC KOHBUrypaumm

CONFIGURED |_ OcoBoguTe

J

» MeTog aeTopuaunmn

| HaxaTtne KHONKn v |

» CocToaHue WPS STARTPROCESS
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Cnucok knueHToB Wi-Fi (Wireless Client List)
MeHI0 coaepXnUT CMMCOK KIMEHTCKUX YCTPOWCTB, MOAKIYEHHbIX K Bawen ©6ecnpoBOgHON
ceTu.

W Cnucox knueHtoB Wi-Fi

Ne MAC-agpec

| Hazag || OGHoenTs |
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3.2.1.4 CwmeHa napons (Change Password)

« CmeHa naponsi

3nemeHT 3Ha4eHue
» Tekywuin napone [—'
¥ Hoeblil naponb [—'
¥ MoaTeepxaeHue [:

| Coxpanute || Otmena |

MeHo no3BOMSIET NPOM3BECTM CMEHY MNapons gocTtyna kK BebG-uHTepdency yctpomctea. B
uenax obecnedyeHnss 6e30MacHOCT HaACTOATENbHO pPEeKOMEeHOYeTCs CMEHUTb napofib,
YCTAHOBJIEHHbIN MO YMOSYaHMIO.

Haxmnte CoxpaHuTb (Save) ans coxpaHeHusa caenaHHbiX nameHeHmn, unn OtmeHa (Undo)
ANS OTMEHBI.
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3.2.2

Mepeappecauus (Forwarding Rules)

& MEPEAOPECALIMA

e BupTyanbHblil cepeep
- Mo3B0NAET NONL3CBATENAM BHELWHWX CETEN NONYYMTL gocTyn K WWW, FTP u gpyrum

cnyxkGam B Baweil NOKanLHoN ceTu.

e OcoOble Npunoxesns
- 3T0 MeHK NC3BONAET HACTPOWTL PAGOTY 0TAENLHLIX VIHTEPHET-NPUNOKEHUA YEpea
hyHKUMID NAT.

e [lpoyee
- |IP-agpec xocta DMZ: Mo3B0NAET MCNONb30BATh YK33aHHbIA XOCT B PEXUME
HEOrPaHWYEHHOT0 ABYCTOPOHHErD 00MEHA O3HHBLIMI C BHEWHEN CEThID. [OMHWUTE, 4TO
373 YHKUMA O0M¥HA MCNONb30B3TLCA TONBKO Npu HeobxogumaocTk, T.K. 30Ha DMZ no
ONpeaeneHn ABNASTCA HaWboNee NOABEMKEHHON BHEWHWM 3TaKaM.
- QyHKUMA UPNP No3e0NAET OCYWeCTENATL NepeHanpaenexdne NopToe npu padote ¢

CETEEbLIMM YCTPONCTBAMM UMW NPUMOKEHWAMM, MOAOEPHKUEIWNMK TexHonorM UPNP.
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3.2.2.1 BupTtyanbHbin cepBep (Virtual Server)

W BupTyanbHbiil cepeep [ CnpaBka ]
PaCnpoCTpaHeHHble cykGbl | — BuiGepuTe — v | Konuposate s | pe|—- |
Ne MopTtel Cnyxo IP-agpec cepeepa Brnro4eHo Pacnucanune Ne
T | 1 | | | 0 | [wsemn
s | 1 | | 0 | [wsemn
e | 1 || 0 | [wsemn

[na obecnevyeHnss 3alWmTbl BHYTPEHHEN CETM KOMMOHEHT TPaHCMAUUM CETEBbIX aapecoB
(NAT), ycTaHOBMNEHHbIA Ha YCTPOMCTBE, OCYLLECTBASET UNLTPALMNIO BXOOALWNX U UCXOOALLMNX
IP-nakeToB TakMm 00pa3oM, 4YTO BCe YCTPOMWCTBA, HaxoOslMeca BO BHYTPEHHEW CeTu
OCTalTCA HEeOOCTYMHbIMU AN BHELWHUX ceTen. NMpu xenaHum Bbl MOXETE OTKPbITb AOCTYN K
HEKOTOPbIM U3 HUX, NOCPeaCTBOM (DYHKLUIN BUPTYanbHOro cepeepa.

BupTyanbHbii cepBep onpegensieTcs kak cepBUCHbIN nopT (Service Port); Bce 3anpochbl K
3TOMY MOPTY NepeHanpaBnAlTCa Ha KOMNbIOTEP C yKasaHHbIM IP-agpecom cepsepa (Server
IP). BupTyanbHbii cepBep MOXeT paboTaTb B pexume nnaHupoBaHua goctyna (Scheduling
Rules), uto obecneumBaeT 6onbLUyt0 TMOKOCTb yNpaBrieHns JOCTYNOM.
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Hanpumep, ecnu B Bawen cetn Haxoaatca FTP-cepeep (nopt 21) no agpecy 192.168.123.1,
Beb-cepeep (nopt 80) no agpecy 192.168.123.2 n VPN-cepsep (nopt 1723) no agpecy

192.168.123.6, HeobxoamMmo yKkasaTb cnegyroliee B HaCTpoMKax BUPTyanbHOro cepeepa:

MopTbl cnyx6 | IP-agpec cepsepa | BkntoyeHo
21 192.168.123.1 Y,
80 192.168.123.2 Y,
1723 192.168.123.6 \%

Haxmute CoxpaHuTb (Save) ans npuMeHeHns HacTpoek, nnu OtmeHa (Undo) ansg oTMEHbI.

3.2.2.2 Ocobble npunoxeHus (Special AP)

J Ocobble NpurnoXxeHus [ Cnpaeka ]
MonynApHbIe NPUNOKEHNA 7- BblOepuTe - ﬂ [ Konnpoeats & ] Ne ‘- Zg
Ne Tpurrep-nopr Bxoasuwwe noprol BKIHOYeHO
1 [ | O
2 \: , ]
3 [ , ]
4 \: , ]
5 \: , O]
A ‘: , [:]
7 \: , O
8 \: , ]
[ COXpaHnTb ][ OTmeHa ]

[Ona HeKoTopbIX MNPUIOXeHu HeobxoguMmo obecnevnTb OOHOBEPMEHHO  HECKOSbKO
MOAKMIOYEHUN K CETU — Hanpumep, ANs OHMaWH-Urp, CUcTemM BUOEOKOHEPEeHUUN,
NUHTEpPHET-TenedoHun 1 T.N. M3-3a Hanuums mexceTeBoro akpaHa (bpaHamayapa) u yHKLMM
NAT paboTa Takmx NpUoXeHuUn CTaHOBUTCS HegoCTynHon. PyHkuma « Ocobble NpUnoXeHns»
(Special Applications) nossonser caenatb UCKMAYEHUA A5 HEKOTOPbIX TaKMX MPUIOXEHWHN,
aBngawmxca Hanbonee nonynsipHbiMU. Ecnn npunoxeHue He 3anyCTUNOCb NpU MOMOLLM
dyHKUMM «Ocobble NPUNoXeHUs», NONPodyTe HAaCTPOUTL KOMMbIOTEP Kak XOoCT DMZ.

1. Tpurrep-nopt (Trigger) — yKaXuTe HOMep WuCXogdwero nopTa, BblOaHHbIN

NPUNOXEHNEM.
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2. Bxopsawme noptbl (Incoming Ports) — ykaxmute HomMepa BXOAAWMX MNOPTOB
npunoxeHusa. Ecnu onpegeneH TpurrepHbld NOPT, BCe BXOAALWME MNaKeThbl,
OTNpaBfeHHble Ha yYKa3aHHble HOMepa NopToB, NPOoMnycKarTca Yepes GpaHamayap.

B ycTponctBe npegHacTpoeHbl napamMeTpbl MNOAKMYEHUS ONA  HEKOTOPbIX
nonynapHbIX CEPBUCOB U OHManH-urp. [1na yctaHoBKM napameTpoB NOAKMIOYEHNS:
1. Bbibepute npunoxexHue.
2. Haxwmute kHonky KonupoBatb B (Copy to), 4ToObl 406aBUTbL NpeaHacTPOEeHHbIe
napamMeTpbl HACTPOWMKN B CMIUCOK.
Mpumeyanue: [locTyn K npunoxeHuto, Bxogswemy B cnucok Ocobbix, MoxeT
6bITb NpefoCcTaBnNeH TONbKO OAHOMY KOMMbIOTEPY B BalLen ceTu.

Haxmunte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnu OtmeHa (Undo) Ans oTMEHbI.

3.2.2.3 lMpouyee (Miscellaneous)

lpoyee [ Cnpaeka ]
3nemeHt 3Ha4eHue Bkno4eHo
» IP-agpec xocta DMZ ' O]
» Bknwouyute UPNP
[ COXpaHnTb ][ OTMEHS ]

1. IP-apgpec xocta DMZ (IP Address of DMZ Host)
B cetun, opraHnsyemom yctponctsoMm, nog xoctom DMZ (aemunmutapmnaoBaHHOM 30HbI)
nogpasymMeBaeTCs KOMMbIOTEP, He 3alulleHHbIn GpaHamayapom. I3TO NOo3BONAeT
MCMONb30BaTh €ro B pPeXuMMe HeorpaHMYeHHOro ABYCTOPOHHEro obmMeHa AaHHbIMU
ANS1 OHNanH-Urp, BUAEOKOH(pEePEHUUN, NHTEPHET-TENeOHUN U ApYrnX cneumanbHbIX
NPUNOXEHNNA.

2. Hactpounka UPnP (UPnP Setting)
AKkTBMpynTE 3Ty YHKUMIO ONA  YNpOLEeHHOW aBTOMAaTU4eCKOW HaCTPOWKM

COeINHEHUN MeXay YCTPOMCTBaMu B BaLleun CeTu.

Haxmute CoxpaHuTb (Save) ona npumeHeHus HacTpoek, nnn OTmeHa (Undo) ans oTMeHbI.
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3.2.3 be3onacHocTb (Security Setting)

W BE3OIMNACHOCTb

® OuNbLIp NAKETOB
- Mo3E0NAET KOHTPONMPOBATE AOCTYN K CETKH NYTEM aHANM3E BXOLAUMX M MCXOM ALMX
NaKeToB M MX NPONYCKa MM BNOKMPOBaHKA, MCXOA A M3 IP-3APECOE Y3N0E MCTOYHMKS M

HasHaYeHMA.

® OunbTp JOMEHOB

- MozsonaeT GNOKMPOBATD AOCTYN Nonb30BaTENeN K YE&3AHHBIM A0MEHHBIM MMEHEM.

® bnowposka URL

- MozeonaeT GNOKMPOBATE AOCTYN NONL30BATENEN K ONpedeneHHeinM Bef-agpecan.

® Ynpasnenue MAC-agpecamu
- MNo3BONAET YCTAHAENMEBATE NPaBa JOCTYNA K Bawell GecnpoBogHON CETH MCXOL A M3
3HaYEHMIA MAC-aapecos KNMEHTCKMX YCTROMCT B, TEKHE NO3BONAET 4N4 3a8aHHBIX

MAC-agpecos HasHa4aTe onpegencHHble IP-agpeca B Bawel ceTu.

® [lpoyee
- XOCT YAaneHHorm agMMHMCTRMPOBaHKA; OBbI4HO K Beb-uHTepdelcy ynpasneHma
YCTPOMCTEOM BOSMOMNEH AOCTYN TONBKO M3 NOKANbHOM CETH. OYHKUMA YASNEHHOM
AAMMHMCTRMPOE aHMA NO3BONAET BBINONHATE 388844 KOHPMYpMPpOBaHKMAa ¢ ninGoro
X0CTa (KOMNBIOTERE), PACNIONOMKEHHOM B0 BHEWHEN CeTH.
- Talm-ayT agMMHMCTRMPOEaHMA, 3848MTe BEPeMA OTCYTCTEMA SKTMEHOCTK, Nocne
KOTOpOo GYAeT BEBINONHEH 2B TOMAaTHYECKMIA BbIX0A M3 Beb-uHTepdelca ynpas neHua
YCTROMCTEOM. [NA OTKNIOYEHUA 3TOW QYHKLMM 3888MTE HYNeBO0e 3HaYeH1e TalimayTa.
- 3anpeT ping M3 BHEWHEM CeT: 3Ta dyHKUMA NO3BE0NAET 3aNPEeTHUTE NPOBEPKY CEA3M C

BAWMM YCTPOMCTEOM 13 CETH MHTEpHEeT.
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3.2.3.1 ®dunbTp naketoB (Packet Filter)

 DUNbLTP MCXOAAWMX NAaKeToB [ CnpaBka ]
3nemeHT 3HaveHne
» QUNBTP MCXOQALMX NAKETOR []BknioyeHo

@ Pa3pelWwnTb BCEM, KPOME NEPEYNCNEHHBIX HIKE
O 3anpeTuTb BCEM, KPOME NEPEYNCNEHHBIX HIKE

Ne IP ucto4yHmka IP : nopt(bl) HazHa4eHUA Bknro4eHo PacnncaHue Neo

1 [ | | I{ || O |[@8cema ¥
: | | [ £ || O |[@B8cema ]

| Coxpawuts || Otmena || OUNBTP EXOOAWNX NAKETOR || ®unstpMAC |

[

o

Oooo|o|d

dunbTpauua naketoB BKMoYaeT B cebs dumnetp mcexogsawmx naketoB (Outbound Filter) un
duneTp Bxoadawmx nakeTtos (Inbound Filter), koTopble HacTpanBarOTCs OAMHAKOBLIM 06pa3oMm.
®dunbTp NakeToB MO3BOMSET KOHTPONMPOBATb MNAKETbl, MPOXOASLnEe 4epe3 YCTPOWUCTBO.
PunbTp NCXOZANX NAKETOB NPUMEHSAETCS KO BCEM UCXOAALMM NakeTam. PunbTp BXOOALLMNX
NMakeToB MPUMEHSAETCA K NnakeTam, npegHasHa4YeHHbIM TONbKO ANA BUPTYarbHbIX CEPBEPOB
nnu xocta DMZ.

BbiGeprTe oauH 13 AByX cnocoboB cunsTpauum:

1. npOI'IyCKaTb BCe MNakeTbl, KpoMe oTBe4HaLlnXx onpeaeneHHbiM npaBunam.
2. He nponyckaTtb HUKakne naketbl, KpoMme oTBeHarLlmnx onpenerneHHbiM npasuiam.

Bbl moxeTe 3agjaTb OO BOCbMM NpaBuil ANS KaXOOro HanpaBneHus: BXOAALEro unu
ncxogdawero. [ins kaxxgoro npasunia, MOXHO ONpeaenuTb cneaytolme napaMmeTpbi:

o |IP-agpec ncrtouyHuka (Source IP address)

e NMopT ncrouyHuka (Source port)

o |IP-appec Ha3Ha4yeHus (Destination IP address)
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o lMopT Ha3HauyeHusa (Destination port)
e MpoTtokon: TCP, UDP nnu TCP n UDP ogHoBpeMeHHO.

B kauvectBe IP-agpeca WCTOYHMKA WM Ha3HAYEHWUs] MOXHO OnpeaennTb Kak OTAErNbHbIN
IP-agpec (Hanpumep, 4.3.2.1), Tak n guanasoH IP-agpecos (Hanpumep, 4.3.2.1-4.3.2.254).
MycTtasa ctpoka o3Ha4vaeT Bce |IP-agpeca.

AHanorn4yHo, B Ka4ecTee NopTa UCTOMHUKA UM Ha3HAYeHUA MOXHO yKasaTb NiMbo oauH nopT
(Hanpumep, 80) nnu grnanasoH noptoB (Hanpumep, 1000-1999). [Ina ykazaHua npoTokona —
TCP vnn UDP — pobGaBbTe Kk HOMepy nopTta npedukc «T» unm «Uy», Hanpumep: T80, U5S3,

U2000-2999. OTtcytcTtBmne npedmkca ob6o3Ha4YaeT 10, YTO yKasaHbl 0gHOBPEMEHHO U TCP u
UDP. lNycTasa ctpoka 03Ha4aeT Bce nopThbl.

Kaxpoe npaBuno MOXeT ObITb BKINIOYEHO UNN OTKINIOYEHO OTAENbHO.

Haxmunte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnu OtmeHa (Undo) aAns oTMEHbI.

CtpaHuua 48 us 74



3.2.3.2 ®dunbTp pomeHoB (Domain Filter)

W DOuUnbTp JOMEHOB [ CnpaBka ]
SnemeHT 3Ha4eHue
b OUNLTP AOMEHOE [] Bknioyero
» Pernctpauuna 3anpocoe DNS [] Bknioyewno
» A1ana3oH NPUBUNETMPOBAaHHLIX [P- 01{ lﬂoi ’
agpecos
Ne Cydhdukc gomeHa Oencrene BKno4eHo
1 \ | [J Bnokupeeate [] Peructpupoearts I
2 ‘ | ] BnoKupoeats H PerncTtpupoeats ]
3 ‘ | ] Bnokupoeats H PerucTtpupoeats ]
- ‘ | [J Bnokupeeate [] Peructpupoearts O
5 ‘ | O BnoKupoeats ] PerncTtpupoeats ]
6 ‘ | [ BnokKupoeats ] PerucTtpupoeats ]
7 ‘ | | BnoKupoeats O PerucTpupoeats ]
3 \ | [J Bnokupeeate [ Peructpupoearts I
9 \ | [J Bnokupeeate [] Peructpupoearts I
10 * (BCE OCTanbHbIE) [J enokupoeate [ Pemmcrpuporats -
[ Coxpants || Otmena |
1. ®unbTp AomeHoB (Domain Filter)
No3BonseT 3anpeTunTb norb3oBaTtenaMm OOCTYyN K onpeneneHHbIM Be6-a,u,pecaM B
ceTn VIHTepHeT. YcTaHOBUTE 3TOT (praXok, YTobbl BKNHOYUTL PUNBTP AOMEHOB.
2. Peructpauusa sanpocoB DNS (Log DNS Query)
YcTaHoBUTE 3TOT (pnaxok, 4YTOObI B XKypHan cobbITMN aBTOMaTUYeCcKu
ﬂ,OGaBJ'I‘;IJ'IaCb 3anucb o (baKTe AocTyna K onpegenieHHbIM Be6-ap,pecaM.
3. [OwanasoH npuBunerupoBaHHbIX IP-agpecoB (Privilege IP Addresses Range)
YKaxuTe gmanasoH npvBunernpoBaHHbix IP-agpecoB B Ballen ceTu, Ha KOTopble
He JOIMKHbI pacrnpoCcTpaHATLCA npasuria ounsTpayuu.
4. Domain Suffix (Cyddukc gomeHa)

C nomoLlblo 3TOM ONuUK Bbl MOXETE BBECTM OrpaHudeHne Ha agpec URL no
cyddmKCy, HaNpPMMeEpP .COM UIIN XXX.COM.
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5. [OeuctBue (Action)
YKkaxuTe Heobxogmmoe gencteue npu nonbiTke goctyna Kk URL C ykasaHHbIM
cyddpurKcoM:
- YcraHoBuTe hnaxok BnokupoBaTtb (Drop) onst 6noknpoBkM goctyna.
- YctaHoBuTe dnaxok PernctpupoBatb (LOg) And perncrtpaumm nonbITOK
AOCTyna B XXypHane cobbITun.

6. BknrouyeHo (Enable)
YcTtaHoBuTe 3TOT briaxok, YTOObl BKNIOYMTbL COOTBETCTBYIOLLIEE MPABUIIO.

Haxmnte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnu OtmeHa (Undo) ans oTMEHbI.
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3.2.3.3 bnokupoBka URL (URL Blocking)

o Bnokupoeka URL [ Cnpaeka ]
3nemeHT 3Ha4eHue
» Briokupoeka URL ] Bknwoyexo
Mo URL Bknro4eHo
1 [ ] O
2 | ] O
3 | ] O
4 | ] O
5 | ] O
8 | ] O
7 | ] O
8 | ] O
9 | ] O
10 I ] O
[_Coxpaurs_||_Ommena |

®dyHkuma 6nokuposkn URL BriokMpyeT AOCTYN KOMMNbIOTEPOB, HAXOOSLWMNXCA B Ballen CeTU, K
onpegeneHHbiM agpecam cetn NHTepHeT. OCHOBHOE pasnuyuve mexay unsTpomM JOMEHOB U
onokmposkon URL coctout B TOM, 4TO Ans dunsrpa goMmeHoB TpebyeTtca BBog cyddumkca
(Hanpumep, .com unu .org u T. 4.), B To Bpems kak anga énokmposkn URL Tpebyetcsa Tonbko
BBOA, Knto4yeBoro cnosa. [pyrumn cnosamu, uneTp LOOMEHOB MOXeET 6rnokupoBaTb
onpefeneHHble UHTEPHET-CanTbl, B TO BpeMs Kak npu nomowim 6nokuposkn URL MoxHO
3abnoknpoBaTb COTHU WMHTEPHET-CANTOB, adpeca KOTOPbIX coaexaT UOAEHTUYHOEe codeTaHue
CUMBOSIOB — Hanpumep, mail

1. Bnokuposka URL (URL Blocking)
YctaHoBuTe (hnaxok, 4Tobbl BKOUNTL Bnoknposky URL.

2. URL
Beeoute kniodeBoe cnoBo. Ecnu kakas-nnbo 4acTb agpeca WHTEpHeT-canTa
coBnager C 3adaHHbIM CINOBOM, COedMHEeHMEe C Takum canTom Oyaer
aBTOMaTMyeckn 3abnokMpoBaHO poyTEPOM.

CtpaHuua 51 u3 74



3. BknrouyeHo (Enable)
YcTtaHoBUTE 3TOT hraxokK, YTOObI BKMIOYUTE COOTBETCTBYHOLLIEE NPABUIIO.

Haxmute CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnu OtmeHa (Undo) ans oTMEHbI.
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3.2.3.4 YnpaBneHune MAC-agpecamu (MAC Control)

« Ynpasnenue MAC-anpecamu [ CnpaBka ]
3nemeHT 3Ha4yeHue

» ¥Ynpaenenue MAC-agpecamu | [] BknioueHo

[] ¥npaenenue coeguHennem | BecnpoeoaHbLIE U NPOBOAHLIE KMNEHTLI C YCTaHOENEHHbIM C monyt

NOoOKNKYaTLCA K 3TOMY YCTPOWUCTBY; W { Pa3pewseTca v ! NCOKNKYeHne
OnA Bcex ccTanbHbIX MAC-3apecoe.

D YnpaeneHue NogkniuyeHnami | BecnpoBogHbIe KNMEHT! C YCTAHOBNEHHBIM A MOTYT NOAKNKYATECA K

fecnpoBOOHON CETH; W | paspewaeTcA VJI'IO,CLKJ‘HONGHIW 4nA Bcex
ocTaneHbIx MAC-agpecos.

—

e ¥ (enmpossres Jre [~ 9]
No MAC-agpec c A
1 | o | o
2 [ O O
3 [ ] ]
4 f O O
5 [ O O

[ Oanee== ][ COXpaHuTL ][ OTmeHa ]

C nomowblo MeHw «YnpaeneHne MAC-agpecamun» Bbl MOXETe YycTaHaBnvMBaTb npasa
goctyna kK Bawen 6ecnpoBogHOW ceTu ucxogs u3 3HadeHun MAC-agpecoB KITMEHTCKUX
YCTPOWUCTB; Takke B 3TOM MEHK Bbl CMOXeTe aAns 3agaHHbix MAC-agpecoB HasHayaTb
onpegeneHHble IP-agpeca B Ballen ceTu.

YnpaBneHne MAC-agpecamu (MAC Address Control)

YcraHoBute dnaxok «Bknw4veHo» (Enable) pgns  aktmBaumm  pyHKUMK
ynpasneHna MAC-agpecamu n octyna K ee HacTpomrKam.

YnpaBneHue coeamnHeHunem (Connection control)

YctaHoBuTe dnaxok YnpasneHue coeauHeHuem (Connection control) gns
BKMIOYEHUSA KOHTPOMNs [[OCTyna MpOBOAHbIX W GecrnpoBOAHbIX  KIMEHTOB,
nogknoyamwmxca K yctponctsy. Bbibepute paspewaetca (allow) wnu
3anpewaeTtca (deny) ansa paspeLlleHns unm 3anpeta nogktoyYeHnsa K YCTPONCTBY
knueHtoB, MAC-agpeca KoTopbIX He BKMAYeHblI B Tabnuuy ynpasneHunsa (Control
table), pacnonoXeHHyo HUXe Ha CTpaHuLe.

CtpaHuua 53 u3 74



YnpaBneHue nogkntoveHusamm (Association control)

YctaHoBUTE (pnaxok YnpaBneHue noaknyveHnaMu (Association control),
4YTOObI BKMOYUTbL KOHTPOSb MNOAKMYEHMST GECnpoBOAHbLIX KMMEHTOB K Ballew
Wi-Fi-cetn. Bblbepute nyHKT paspewaetcs (allow) nnu 3anpewaetcsa (deny)
ANS paspelleHvs unvM 3anpeta MOAKMYeHUs K Bawen GecnpoBOgHON ceTu

knuentoB, MAC-agpeca KOTOpbIX He BKNtoYeHbl B Tabnuuy ynpasneHus (Control
table).

Mpwn pedakTpoBaHUM Tabnuubl ynpaBeHUs ucrnonb3ynte kHonku Cnepn. ctp. u Mpen. cTp.
ANsi NPOKPYTKN CTpaHuL, Tabnuubl.

Haxmnte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnu OtmeHa (Undo) ans oTMEHbI.

3.2.3.5 MMpouee (Miscellaneous)

J [poyee [ CnpaBka ]
3nemeHT 3HaveHue BKITHO4eHO|
» Tanm-ayT 3aoMUHUCTPUPOBAHNA 173700 7‘ cek. (0 anA oTKNKYEHUA)
» XOCT YA3NEHHOro 3aMHHUCTPMPOB3HUA | O
» 33npeT ping U3 BHEWHEN CETH ]
» BoiaeneHune DoS-atak O

[ CoxpaHuTh J[ OTMeHa ]

Tanm-ayt agmuHucTpupoBaHus (Administrator Time-out)

3agante Bpemsi OTCYTCTBUS aKTMBHOCTW, MoOcfe KOoToporo OyaeT BbIMOSHEH
aBTOMaTUYEeCKMM BbIXO4 U3 Beb-uHTepdenca ynpasneHus ycTponcTteom. [ns
OTKIMIOYEHNA 3TON PYHKLUUKM 3aanTe HyrneBoe 3HayeHue TanmayTa.

Xoct/mopT ypaneHHoro aamMuHuctpupoBaHusa (Remote  Administrator
Host/Port)

O6bI4HO K BEG-MHTEPENCY yNpaBneHms YCTPONCTBOM BO3MOXEH AOCTYN TOSbKO
N3 rnokanbHon cetn. PyHKUMS yOaneHHoro aAMUHUCTPUPOBAHUA MO3BONSET
BbINONHATE 3agadn  KOHUrypupoBaHus C noboro xocta (KoMnbioTepa),
pacrnonoXeHHoOro BO BHewHen ceTu. [lpy 3TOM BbINOMHATL  yOaneHHoe
agMUHUCTPUPOBAHME MOXHO TOSIbKO C onpeaeneHHoro |P-agpeca. Ykaxute
BHELLHWI IP-agpec  xocta, ¢  koToporo  6yger  ocCyLlecTBNATbCA
agMuHuctpuposaHue. lNpu ykaszaHun 3HadveHusa IP-agpeca 0.0.0.0 BbINOMHATL
yoaneHHoe agMUHUCTPUpOBaHWe ycTpouctBa 6yaeTr BO3MOXHO C noboro
IP-agpeca BO BHelwlHen ceTu. [ns ykasaHusa rpynnbl AoBepeHHbIX |P-agpecos
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NCnonb3ynTe YCrNoBHOE 0OO3HayYeHne Mackm noacetTn «/nny, Hanpumep,
10.1.2.0/24.
MpumeyaHue: pu paboTtarowien QyHKUMM yOoaneHHOro agMWUHUCTPUPOBAHUS
nopt Beb-cepBepa byoeT aBTOMATUYECKM MEPEKIIYEH Ha NopT, UCNOMNb3yeMbIN
yAaneHHbIM XOCTOM.

3. 3anpert ping u3 BHewHen cetun (Discard PING from WAN side)
OTa (PyHKUMSI NO3BONSAET 3anpeTuTb NPOBEPKY CBA3N C BallMM YCTPOMCTBOM U3
cetu NHTepHer.

4. BbiasneHue DoS-atak (DoS Attack Detection)
AKTMBauua  3TOM  ONUUM  MO3BOMSAET  BbIABNATL W PerucTpupoBaTb
nHdopMauunoHHble DoS-ataku, HanpasneHHble n3 cetn VHTepHeT. YCTpOMUCTBO
obnagaer BO3MOXHOCTbIO pernctpupoBatb criegyowme Tunbl DoS-atak: SYN
Attack, WinNuke, Port Scan, Ping of Death, Land Attack u T.n.

Haxmunte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nnm OtmeHa (Undo) ans oTMeHbI.
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3.24

HdononHutenbHble HacTpoukun (Advanced Setting)

g OOMONHWTENLHO

CHCTEMHLIN ¥ypHan
- @yHKLMA, Npe0Ha3HAYeHHan ONA oTNPaBKK 3anuceil CHCTEMHOMD ¥ypHana Ha

YKa3aHHLIA IP-agpec UNW agpec aNekTPOHHON NOoYTL.

OuHamuyeckrid DNS
- PYHKUWA, NpeOHa3HayeHHan onA ofecnedednA OoCTyNa K CepEERY NOKANLHOA CETH

NP MCNONL30B3HWKM JUHAMWYECKOrD BHEWHerD IP-agpeca.

HacTtpoikn QoS
- @yHKLMA QoS (Quality of Service) N03B0NAET HA3HAYATE KNWEHTAM B BAWER CETK
MPWEUMETWA N0 KAYECTEY OOCTYNA B COOTEETCTEMK C CUCTEMOA NPUOPUTETOR M 3303HHLIM

pacnucaHruem, a Takde OCYWeCTENATE PENYNWPOBKEY CEODOCTH COBOWHEHWA B CETH.

+ SHMP
- SMMP (Simple Network Management Protocol) — ceTeeod npoTokon, paspadoTaHHeIi
ONA YOANEHHOTS YNPaENEHUA KOMNLOTEPHOA CETRK NOCPEOCTEOM ONPOca YCTRORCTE W

OTCNEMMEAHWA CETEBLIX COOLITHA.

MapwpyTraalina
- MpW MCNONL30BAHMK HECKONL KWK POYTEPOR M NOACETEN HeoOX0OUMO BKNKDYNTL
Tadnuuy MapwpyTKHaauun 4nA NpaeMneHOra HAaNPaeENeHWA NAKeTOB M o0ecneyeHnA
BO3MO¥HOCTY 00MEHA OAHHEIMW MEXOY Pa3NUYHLIMKU NOOCETAMK. HacTpolkn Tadnuusl

MAPLWPYTM3ALWKN MCNONL3VOTCA ONA YCTAHOBKKM CTATUYECKWE M OMHAMUYECKE DYHELA.

& CHUCTEMHOE BpEMA
- Mo3e0NAET YCTAHOBWTE BPEMA YCTPORCTES BPYYHYH MW COTMACOEaTE BpEMA ¢ MTP-

CepEEpOM.

+ Pacnucadmn
- 3T0 MEHID NO3BONAET YCTAHOBWTE BpEMEHHLIE NPpaBMna padoTkl YCTPOACTE], KOTOPLIE

BMOCNEOCTEMN Bl MOM¥ETE NPUMEHATE K pafoTe ToR UMW MHOA GYHELMW YCTpofcTeA.
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3.2.4.1 CwucteMHbIn XypHan (System Log)

o CWCTEeMHbIW XKypHan [ Cnpaeka ]
3nemMeHT 3Ha4eHue BKnoYveHo

v |IP-agpec cepeepa Syslog | O

» OTNpaeKa yeegomMneHnin no E-mail ]

® Cepeep : [MopT SMTP

¥ima none3ceartena SMTP

Mapons SMTP

e Adpecarthl

® Temanucema

[ COoXpaHWuTL ][OTMEHa]

| Mpocworpersxypran.. | Omnpaews an. nucemo |

OTO MEeHI0 NO3BONSAET YCTAHOBUTL HACTPOMKN ONS nepefayn 3annucen CUCTEMHOrO XXypHana
poyTepa MO ceTu. YCTPOMCTBOM nNopaepXumBaeTcss ABa cnocoba akcnopta 3anucen —
nocpeactesom Syslog (no npotokony UDP) m SMTP (no npotokony TCP). Hactpoute
napameTpbl 3KcnopTa:
1. IP-appec cepBepa Syslog (IP Address for Syslog)
YkaxuTte IP-agpec cepBepa, Ha KOTOpbIN ByayT OTNPaBRsTCA CUCTEMHbIE 3arunCK.
YctaHoBuTe naxok BkniouveHo (Enable) gns aktuBauum 3TOoro mertoga
aKcnopra.
2. YBepomneHue no anekTpoHHou noyte (E-mail Alert Enable)
YcTtaHoBuTe donaxok BknroyeHo (Enable), 4Tobbl akTMBMpOBaTL METO OTNPaBKK
CUCTEMHBbIX 3anncen No aNeKTPOHHOW noYTe.
3. IP-appec/nopt cepBepa SMTP (SMTP Server IP/Port)
Beeaute IP-agpec n nopt SMTP-cepBepa, pasgenus ux CMMBOMIOM «:». Ecnu
HOMep nopTa He ByaeT ykasaH, emy OygeT NPMCBOEHO 3HAYEHME NO YMOSYaHMIO:
25. Hanpumep, «mail.Baww_url.com» nnun «192.168.1.100:26».
4. Cnucok agpecartoB (E-mail addresses)
YKkaxute agpeca 9neKkTPOHHOW MouTbl, Ha KoTopble OyaeTr npou3BOAMTbLCS
oTnpaBka crnyxebHbix 3anucen. [lpy Ha3HaYeHUN HECKOSbKUX a[pecoB
pasgensanTte nx CUMBONaMU «;» UIN «,».
5. Tema nucbma (E-mail Subject)
YKaxuTe TeMy aNeKTPOHHOro NnucbMa (Heobsa3aTenbHbIN napameTp).
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Haxmunte CoxpaHuTb (Save) ans npuMeHeHns HacTpoek, nunu OtmeHa (Undo) ans oTMeEHbI.

3.2.4.2 [OuHnamuyecknnn DNS (Dynamic DNS)

J OuHamuyeckun DNS [ CnpaBka ]

3nemeHT 3Ha4eHune

» DDNS ® otknoueHo O BrnioyeHo

» MocTaeWwmK | DynDNS.org (QMHaMUYECKIMMIA) “

» ImA xocTa

» ImAa none3cearena / E-mail

» Mapone / KNty

| Coxpanuts || Otmena |

®dyHkuma aumHammnyeckoro DNS wucnonb3yetca Ons Ha3Ha4YeHUsi MOCTOAHHOrO [AOMEHHOro
UMEHN YCTPOMCTBY (KOMMNbIOTEPY, cepBepy) C AuvHamunydeckum |IP-agpecom. duHamunyeckas
cnyx6a gomeHHbIx MeH (DDNS) conocTtasnseT 3anpalinBaemMoe JOMEHHOE MMSA XOCTa C ero
Tekywum IP-agpecom, KOTOpbIN MOXET U3SMEHATBLCS NPU KaXKAOM HOBOM ceaHce. B pesynsraTte
BCE MalUMHbI, obpatoaLLoLmMecs K XOCTy MO ero JOMEHHOMY MMEHWU, MOryT yCTaHaBNuBaTb C
HUM COeAMHEHME HECMOTPS Ha To, YTo IP-agpec xocTa MOr U3MEHUTLCS.

Mepen BknoyeHnem yHkunn «OuHamudeckun DNS» Bam HeobxoouMmo co3faTb YYETHYHO
3anncb Ha ogHoM u3 cepBepoB anHammyeckoro DNS, nepeuncneHHbix B none MNMocrtaBwmk
(Provider). YctaHoBuTe donaxok BknroveHo (Enable) B none DDNS ans BKNHOYEHUSA PYyHKUUMN.
YkaxunTte nHopmaumo 06 ncnonb3yemMom cepepe aAnHammyeckom cnyxbol DNS:

MocTaBwwuk (Provider)
Uma xocTta (Host Name)
Uma nonb3oBatensa/E-mail (Username/E-mail)

Maponb/Kntou (Password/Key)

MHdopmaumio Bbl MOXeETe MonyyYnTb MOCre MNPOXOXAOEHUs perucTpaumm Ha cepsepe
AnHammnyeckon cnyxosl DNS.

Haxmute CoxpaHuTb (Save) ans npuMeHeHns HacTpoek, nunu OtmeHa (Undo) ana oTMeHbI.
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3.2.4.3 QoS (Quality of Service)

< Hacrtpouka QoS [ CnpaBka ]
3nemeHT 3HaveHune

» QoS [J Brnwoyero

n; i(ﬂeiggca NPONYCK3HWA UCXCOALWLMX ‘ ‘ k6Tl

No TNokanbHbi IP: MopTel YnanexHsiit IP: NopTbl Mpuoputetr QoS |BknroyeHo Pacnucaxne Neo
1L I T I ||[Bocowi ]| O |[©B8cerma v]
2 |[ I I I ||[Bocorwi ]| O |[©B8cerma v]
3 |[ | I I ||[Bocowi ]| O |[©B8cerma v]
s |[ | I J{ ||[Bocoxwi ]| O |[©B8cerma v]
5 |[ || I J{ ||[Boconwi ]| O |[©B8cerma v]
6 |[ I Y I ||[Bwcomt  ¥]| O |[©Bcerms v
7 ([ L |l I ||[Bwcomt  v]| O |[©Bcerma v
8 |[ L J|[L J{  ]|[eecoos S| O |[©8cema ¥

| Coxpanue || Otmena |

dyHkuma QoS (Quality of Service) no3BonseT Ha3Ha4yaTb KNMMEHTaAM B BalLEWN CETU NPUBUIIETAN
Mo KayecTBy JOCTYNa B COOTBETCTBMM C CUCTEMOM NPUOPUTETOB U 3aaHHbIM pacnucaHuem, a
TaKKe OCyLLEeCTBATb PEryrMpoBKY CKOPOCTU COEQUHEHUS B CETMU.
1. BknroueHo (Enable)
YcTaHoBUTE hnaxok Ansa BkNHOYEHNA pyHKumm QoS.
2. MNonoca nponyckaHusa ana ucxoasawumx nakeros (Bandwidth of Upstream)
B oTomM none Bbl MOXeTe YCTAHOBUTb OFPaHUYEHUS Ha CKOPOCTb WUCXOOALMX
CoeVHEeHu B BaLllen CeTMU.
3. JlokanbHbIN IP : nopTt
B atom none 3apatotcs nokaneHbIn IP-agpec n nopt, Ons KOTOPbIX yCTaHaBNMBaeTCcs
orpaHuyeHue.
4. YpaneHHbIM IP: nopt
B aTtom none 3agatoTca yganeHHole IP-agpec v nopt, ANs COeANHEHUSA C KOTOPbIMU
yCTaHaBNUBAETCS OrpaHUYeHume.
5. MpuopuTtet QoS (Q0S Priority)
OTa ycTaHOBKa onpegenser ypoBeHb nNpuoputeTa ANs yKasaHHOW KOHdurypauumm
IP-apecoB 1 noptoB. Bce IP-nakeTbl, CBA3aHHble C 3TOM KOHwurypauuewn, Oyayt
obCcnyXmMBaTbCsl Ha OCHOBaHMM 3aJaHHOrO YPOBHA npuopuTeta. [Ons KpuTuyecku
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BaXHbIX MPUMNOXEHUA UMW COEAMHEHUN pekoMeHaylTca ypoBHM «Bbicokmnn» (High)
unn «HopmanbHbIny (Normal). [Ina MeHee BaXKHbIX NPUNOXEHN BbiGepUTe ypoBEHb
«Hunsknn» (Low).

6. PacnucaHue Ne (User Rule#)
3apaHHas KoHurypaumsa QoS MOXET BbINOMHATLCA B COOTBETCTBMM C YCTAHOBMEHHbIM
pacnucaHueMm (Scheduling Rule). MNMogpobHee: cm. Pasgen 3.2.4.7 «Pacnucanusy.

Haxmnte CoxpaHuTb (Save) ans npuMeHeHus HacTpoek, nunu OtmeHa (Undo) ans oTMEHbI.

3.2.4.4 SNMP

J Hactpownka SNMP [ CnpaBka ]

3rnemeHT 3Ha4eHne

» Bknouute SNMP ] nokansHo [] YOaneHHo

» CoclBwecteo GET

» CocBuwecrteo SET

» P 1

> IP 4

» Bepcua SNMP ®v1Ovae

» IP-agpec goctyna u3 WAN

| Coxpawuts || Ormena |

SNMP (Simple Network Management Protocol) — ceteBon npoTokos, paspaboTaHHbI Ans
yOaneHHoro yrnpasrieHUsi KOMMbIOTEPHOM CETbi0 MNOCPenCcTBOM Ofnpoca YCTPOWCTB U
OTCNEXNBaHNS CETEBbIX COBLITUN.
1. Bknrountbe SNMP (Enable SNMP)
Ansa sknoyveHna pyHkumm SNMP Heobxoammo yctaHoBuTb donaxok JlokanbHo (Local),
nmbo YpaneHHo (Remote), nnbo oba cpnaxka ogHoBpemeHHO. Ecnu yctaHoBneH
dnaxok «JlokaneHo» (Local), yctponctBo ©OymeT otBeyaTb Ha SNMP-3anpochl,
nocrtynawowe 13 Ballen nokanbHon cetu. Ecnn yctaHoBneH qonaxok «YaaneHHO»
(Remote), yctponctBo ©Oyger otBeyaTtb Ha SNMP-3anpockl, noctynatowue wu3s
rnobanbHon cetn NHTepHeT.
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2. CoobuwectBo GET (Get Community)
YcTaHoBUTE COOOLLECTBO YCTPOMWCTB, ANSA KOTOPOro YCTPOWCTBO OyaeTr oTBevaTb Ha
3anpoc «GetRequesty.

3. Coob6uwecTBo SET (Set Community)
YcTaHoBUTE COOOLLECTBO CETEBLIX YCTPOWCTB, ANA KOTOPOro YCTpoucTBo Oyaet
npuHMMmaThb 3anpoc «SetRequest».

4. IP1,IP2,IP3,IP 4
Beeaute IP-agpeca ceteBbix ycTponcTB ynpasneHns SNMP, kotopeim poytep Gyget
oTnpaenaTb cnyxebHble coobweHns (SNMP Traps).

5. Bepcusa SNMP (SNMP Version)

Bbibepute Bepcuio npotokona SNMP, nogaepxuBaemyto yCTponcTBaMn ynpasneHus
SNMP.

6. IP-apgpec poctyna na WAN (WAN Access IP Address)
Ykaxute |IP-agpeca B cetu VHTepHeT, C KOTopbIX OydeT paspelueHo ynpasreHue
ycTporctBoM Mo npotokony SNMP. Agpec no ymonyanuto 0.0.0.0, o3HayaeT, 4To C
noboro IP B rmobanbHon ceTn MOXHO ByaeT nonydntb cBegeHus ob ycTpomcTee no
npotokony SNMP.

Haxmute CoxpaHutb (Save) ana npumeHeHnsa HacTpoek, unn OtmeHa (Undo) ons OTMEHbI.
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3.2.4.5 MapuwpyTtusauma (Routing)

~ Tadnuua MapupyTu3aunmn [ CnpaBka ]
SnemenHt 3Ha4eHne
r:aﬁzga;“:;;i‘ff:“ ® omkniovero O RIPvT O RIPV2
r:aEL?JT::igz?; @® Otknioueno O BrnioyeHo
Ne HazHa4eHue Macka nogcetun lWnwo3 MeTpuka [BKnH4YeHO
1| '\ | [ O
2 | | | | [ || 1|1 O
3| | | | || | O
4| | || | O
5| | | | | | O
6| | ‘\ || | O
7| | || | O
g | | | | | [ O
[ CoxXpaHuTe ][ OTMEH3 ]

Ta6nuua mapwpytmsaumm (Routing Table)

Mpy MCNONb30BaHUM HECKONbKMX MapLipyTu3atopoB W noaceten Heobxoammo
BKMIOYUTL Tabnvuy mapwpyTusauum Ons NpaBUIbHOMO HanpaBfieHUs MNakeToB W
obecnevyeHns BO3MOXHOCTN 0BMeHa JaHHBbIMU MeXAY pasnnyHbIMU NOACETAMM.
HacTporikn tabnuubl MapLlupyTu3aumm UCnonb3yTca ONA YCTAHOBKU CTaTUYECKUX U
OVHaMUYECKUX PYHKLNA.

OuHamuyeckas mapwpyTtusaumsa (Dynamic Routing)

[na obmeHa nHdopmaumen o 3anpawimsaemom IP-agpece, a Takke AN BbIYUCNIEHUSA
CETEBbIX MapLUPYTOB YCTPOMCTBOM ucnonb3yetca npotokon RIP (Routing Information
Protocol). Beibepute Bepcuto npotokona RIPv2, ecnn B Bawen cetn OpraHM30BaHbl
nogcetu. B npotnBHom cny4yae Bblbepute RIPv1.

CraTnyeckas mappyTtusauma (Static Routing)

C nomoubio aTor OyHKLMM Bbl MOXeTe 3afaTtb 00 8 npaBun ctatudeckon (Npsmomn)
MapLipyTusauum ucxogswmux naketoB. B aTom cnydae ucxogswme 3anpocbkl 6yayTt
HanpaBnNATbCA B COOTBETCTBMM C  3aaHHbIMM  MpaBunaMy  CTaTUYeCcKom
MapLwpyTtnsauuun. Beegute IP-agpec HasHavyeHUsl, MacKy noaceTw, w3, xon (y3en)
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MapLUpyTU3aumm, a 3aTem BKIHOYMTE WM OTKMKYMTE MPaBWUio, YCTaHOBMB WU CHSB
donaxok BknroyeHo (Enable).

Haxmute CoxpaHutb (Save) ana npumeHeHnsa HacTpoek, unn OtmeHa (Undo) ons OTMeHsbI.

3.2.4.6 CwucremHoe Bpems (System Time)

J CucremHoe Bpems [ Cnpaeka ]
3nemeHT 3Ha4veHue
» Yacoeon noAac I{7'3f-.'|;|;+0-3rirl;.17¢l?l.'|bCKBa.7CA(3HKT-riéT§b§-;£'QF. éonrqpag ¥;
» AgTo- BKnoyeHo 7 -
CHHXPOHN33LMA Cepeep BpemeHmt (RFC-868)| ABTO v

[ CoxpaHuTb ][ OTmeHa ]

[ CWHXPOHU3WPOEBATL C CEPEEPCM EPEMEHN ]
[ CuHxpoHuamnpoeate ¢ MK (Friday October 29, 2010 11:54:04) ]

1. YacoBowu nosc (Time Zone)
BbibepuTe yacoBou Nosic, B KOTOPOM PacrofioXeHO YCTPONCTBO.
2. CepsBep BpemeHu (Time Server)
Boibepute NTP-cepBep BpemeHuM AN COrfacoBaHUS BpPeMEHW CO  Crnybon
BCEMUPHOrO KoopauHupoBaHHoro Bpemenn (UTC).
3. ABTO-cuHXxpoHu3sauums (Auto-Synchronization)
Bbibepute BkntoveHo (Enable) ana aBTomaTnyeckon CUHXPOHM3ALNN BPEMEHMN.
4. CuHxpoHu3auus c cepBepomM (Sync with Time Server)
HaxxmuTe aTy KHOMKY A5l yCTaHOBKKU AaTbl U BpeMmeHu no npoTtokony NTP.
5. CuHxpoHusauus c MK (Sync with my PC)
Haxmute Ha 3Ty KHOMKY ANns YCTaHOBKM AaTbl U BPEMEHW, COOTBETCTBYHOLLMX
yCTaHOBKaM OrnepaLMoHHON CMCTEMbI BaLLEro KoMnbloTepa.

Haxmute CoxpaHutb (Save) ona npumeHeHnsa HacTpoek, unn OtmeHa (Undo) onst OTMEHbI.
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3.2.4.7 PacnucaHusa (Scheduling)

W Hacrtpowka pacnucaHumn [ CnpaBka ]
3nemeHT 3Ha4veHue

» Pacnucanue [] BknioyeHo

Mpasuno Wma npaeuna HeicTene
1
2
e
‘
:
7
:
:
1

[ Oanee=> || Coxpanurs || [05aEnTE HOBCE NPAEMNO... |

OTO MEHI0 NO3BOSSIET YCTaHOBUTb MpaBwuiia, KOTOpPble BMOCNEeACTBAN Bbl MOXETE NMPUMEHATb K

paboTe TOM Unn NHOM OyHKLMN YCTPONCTBA.

[na akTnBaumm Bcex Co3daHHbIX pacnucaHnin yctaHosuTe cnaxok BknroveHo (Enable). [ns
CO3[aHusa pacnucaHus Haxmute KHonky Jlo6aBuTb HoBoe npaBuno (Add New Rule).
MpuceoriTe pacnucaHnio UMSA U yCTaHOBUTE AaTy U BpeMs Hadana (Start Time) n okoH4YaHus
pacnucanma (End Time). Hwke npuBegoeH npumep HacTponku npasuna «FTP-goctyny,

BbinonHaemoro exxeagHesHo ¢ 14:10 no 16:20.
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& Hactpoika pacnucaHmns [ CnpaBka ]

BnemeHT 3HaveHme

» Mpaeuno 1 |FTP-octyn

b BLInoNHeHIe [Heamero = [kpome ykazanmsix Hinke awei n uacoe.

Na [eHb Hemen Bpemn Hagana (4+:mm) BpEMA OKOHYHNA (44:MM)
1 [Exepnesro =] [1410 [1620

COXpaHuTb I OTMeHa | Haaa.u,l

Haxmute CoxpaHutb (Save) ona npumeHeHnsa HacTpoek, unn OtmeHa (Undo) ons OTMeHbI.
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3.2.5 WHcTpymeHTbI (Tool Box)

& MHCTPYMEHTbI!

WHhbopmauusa o cucreme

- [poCcMOTP CUCTEMHOTO JKypPHaNa.

e OOHoBneHue MO

- OGHOBNEHWE NPOrpaMMHOre 0GecneyeHna yCTpoNCTEa.

o CoxpaHeHue HacTpoek

- COXpaHeHWe B hainn TeKyWMWX HACTPOEK YCTROWCTEA.

« COpoc HacTpoek
- B03BpaT HacTPoeK YCTPOIMCTEE K 3HAYEHUAM NO YMONYEHNIO.

« Mepe3sarpyska

- Mepe3aarpyaka yCTpoONCTea.

o [poyee
- MAC-agpec anAa Wake-on-LAN: NMo3B0NAET NOAATE MUT3HWE HA YOANEHHOE CETEBOE
VCTPONCTBO, NOAOEPKUBaKIWEE hyHKUNKD Wake-on-LAN.
- [omeH unu IP-agpec AnA NPoBepKN OTKNKUKA: MN03B0NAET NPOBEPUTL COCTOAHKUE

NOOKNKYEHNA VCTPONCTBA K rMoGanbHOM CeTH.
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3.25.1 WHdopmauusa o cucteme (System Info)

W CeegeHus 0 cucTeme

3nemeHt 3Ha4eHue
¥ Tun WAN 3G
» TeKyllee BpEMA Fri, 01 Jan 2010 03:01:05 +0300
W CHCTEeMHbLIN XKypHan
Bpemsa 3anuck

Jan 102:59:58

kernel: klogd started: BusyBoxv1.3.2 (2010-10-11 16:42:45 CST)

Jan 1 03:00:03

commander: Write AP PinCode into CSID_S_WLANAP_WPS_AP_PINCODE

Jan 1 03:00:06

udhcpd[1505]: udhcpd (v0.9.9-pre) started

Jan 1 03:00:06

udhcpd[1505]: Unable to open Nar/run/udhcpd.leases for reading

Jan 1 03:00:07

init: Starting pid 1566, console /devittyS1: /hin/ash

Jan 103:00:08

commander: STOP WANTYPE 3G

Crpanunua: 1/1 (Yucno sanuceit:6)

| Nepeasctp. || Mocneguascrp. |

[ OGHoewrs || 3arpyauts ||  Oumcrws ece aanmcn |

OTO OKHO coaepXuT obLuyto nHpopmauuio o KoHdUrypaumm yCTponcTea u nocrneaHme 3anucu
cobbITUI cnucTeMHoro xypHana. Npu HeobxoammocTu, Bbl MoxeTe ounctuTb (Clear logs) Bce

TeKyLMe 3anncu XXypHana, unm sarpysmTb ux (Download) Ha Balw komnblOTEP B BUAE

TEKCTOBOro hamna.

3.2.5.2 O6HoBneHue MO (Firmware Upgrade)

[na obHoBneHusa nporpaMMHoro obecrnevyeHnss yCTpOMCTBa yKaxute nyTb K dhanny
o6HoBnNeHus, ncnonbaysa kHonky O63op (Browse...), n Haxmute O6HOBUTBL (Upgrade).

3.2.5.3 CoxpaHeHue HacTpoek (Backup Setting)

[na co3gaHusi pe3epBHON KOMWM MapamMeTpoB HACTPOWKM YCTPOWCTBA HaXMUTE
kHONKy CoxpaHeHWe HACTPOeK W YKaxuTe MyTb AN COXpaHeHWs B (painioBoMn

CncTemMe Ballero KomnbrTepa.
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3.2.5.5 Co6poc HacTpoek (Reset to Default)
[na BOCCTaHOBMEHUS 3aBOACKMX MapamMeTpOB HACTPOWKM YCTPOUCTBA HaxXmuTe
KHOMKy COpOC HacTpoek.

3.2.5.6 Mepesarpy3ka (Reboot)
[na BbINoNHEHNA nepesarpy3kn yCTponcTBa HaxxmuTte KHonky MNMepesarpyska.

3.2.5.7 TMpouyee (Miscellaneous)

. [Npoyee [ Cnpaeka |

3nemeHt JHa4yeHue

» MAC-agpec gna Wake-on-LAN PazbyauTe
[ 7\| Ping |

» JomeH unu IP-agpec AnA Npoeepkun
OTKNWKS -

[ COXpaHWTL ][ OTMEHE ]

1. MAC-agpec ana Wake-on-LAN (MAC Address for Wake-on-LAN)

Wake-on-LAN — TexHonorusi, no3BOnsiolasa YyaaneHHo BKNYaTb YCTPOWCTBA,
NOAKITIOYEHHbIE K JOKarbHbIM BbIMUCIIUTENbHLIM ceTaM. [Ans nMcnonb3oBaHUA 3TOWU
PYHKLMM crieayeT akTMBUMPOBaTb ee B HAaCTpOMKax CeTeBOro agantepa, Yepes KoTopbln
OyaeT oCyLWecTBRASATLCS BKITHOYEHME.

[ns yoaneHHoro BkNiYeHus noboro yctponcTea B Bawen cetn ykaxmte MAC-agpec
ero CeTeBOro agantepa W HaxmuTe kHonky «Pas3dyoutby» (Wake up). HasHauyeHHOMY
MAC-agpecy byget otnpasneH wake up-naker.

2. OomeH unu IP-agpec ana npoBepku oTknuka (Domain Name or IP address for Ping
Test)
C nomowblo 3TOM (PYHKUUM Bbl MOXETE MNPOBEPUTH COCTOSHWE MOAKMOYEHUS
yCTpouncTBa K rnobansHon cetu, ykazas URL unu IP-agpec n HaxaB KHOMNKy Ping.
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4 YcTtpaHeHue Henonaaok

HacTtosawmin pasgen pykoBoAcTBa COAEPXMT 0630p BO3MOXHbIX PELUEHUI AN TUMUYHBIX
npobnem, BO3HMKaKOLWMX NpU yCTaHOBKE M paboTe yCTponCTBa.

1. He mory nonyuutb A0OCTYNn K MeHI KOHcurypauum um3 moero BebG-Opaysepa.
Mo4yemy?
MpumeyaHue: [1na KOHUIypUpoBaHWUS YCTPOMCTBA PEKOMEHOyeTCs WCNoNnb3oBaTb
kabenbHoe nogkrtoyeHne no npotokony Ethernet.
Yb6eauntecn, 4To nugukatop LAN Ha naHenu nHaukauumn ycTtporncTea CBETUTCA.
Ecnv wHpukaTtop He CBeTUTCS, MPOBEpPbTE HAOEXHOCTb MNOAKMHYEHUs kabensa K
pasbemy Ethernet.
MpumeyanHue: Yo6eantechb, yto IP-agpec Bawero KkoMmnbloTeEpa NPUHAANEXUT TOMY Xe
AnanasoHy IP-agpecoB M nogcetu, B KOTOPOW HaxoauUTcs YCTpoucTteo. IP-agpec
YCTPOUCTBA, YCTAHOBSIEHHbIN MO ymonyaHuto: 192.168.123.254. Bce KomMnbloTepbl B
ceTn OO0SMKHbl UMEeTb yHuKanbHble |P-agpeca, npuHagnexawime ogHOMY AuanasoHy
(Hanpumep, 192.168.123.x). Jlto6on komnbtoTep ¢ Aybnmpyembim IP-agpecom He byget
AOoCTyneH B ceTu. [Ina BCex KOMMNbIOTEPOB Takke OOMKHa OblTb 3agaHa oAuHakoBas
Macka nogcetu (Hanpumep, 255.255.255.0).

BbinonHMTE npoBepKy CBA3WM C YCTPOWUCTBOM C MOMOLB KOomaHabl Ping. Ona aToro

BbINOMHUTE crnepyoLlne AencTBus:

Haxmute kHonky lMyck, BbibepnuTe BbINONHUTL...

1:BBegute cmd
2:Haxxmute Enter
3:BeBeguTte: ping 192.168.123.254

B cnyyae ycnewHoro BbINOMIHEHUS NPOBEPKN Bbl yBUAMTE YETbIipe OTBETa OT YCTPOMUCTBA.
Mpumeyanue: Ecnu IP-agpec no ymonyaHuio 6bin u3ameHeH, ybegutecb B TOM, YTO
BBOAUTCS BepHbIn IP-agpec.

Y6eoutecb, 4to apgantep Ethernet paboTaeT KOppekTHO WM Bce ceTeBble ApaniBepsbl
yCTaHOBIEHbI MPaBUIIBHO.
NMpumeyaHue: iveHa ceTeBbiXx aganTepoB MOryT OTNMYaTbLCHA B 3aBMCUMOCTU OT MOZESMW.
[MpvBeaEeHHbIE HXKe NoLaroBble MHCTPYKUMK MPUMEHMMBI K Io6oMy ceTeBoMy aganTtepy.

1. Haxmute kHonky Myck. LLenkHuTe npaBon KHOMKOW MbIwmM 3Ha4Yok Mon KomnbroTep,

BblbepuTe CBOMCTBA.

2. Bbibepute Bknagky O6opyaoBaHue.
HaxmuTte kHonky [incnetyep yCTpoOUCTB.
4. [Baxabl WenkHuTe 3Ha4yok CeTeBble NnaThbl.

w
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LWenkHuTte npaBon kHonkon Ha 3anuckn Wireless Cardbus Adapter nnm Ethernet
Adapter.

BbibepuTte nyHKT CBOMCTBA, YTOOLI NPOBEPUTHL NPABUNBHOCTL YCTAHOBKM ApanBepoB
aganTtepa.

Yb6eauntech 4To none CocTtosiHMe yCTpOMCTBa COAEPXKMUT 3aNUCh: «YCTPONCTBO
paboTaeT HopMarbHO».

Haxmunte kHonky OK.

Mown komnbioTep nogaepxuBaet Wi-Fi, HO He MOXeT NOAKMIOYUTBLCA K UHTEPHETY.
Mouemy?

MpumeyaHue: Y6egutecb, yto pexum WIiFi B poytepe Bknwo4eH. Ecnu BbiGpaHo
wudgpposaHne WEP wnun WPA-PSK yb6eguTtecb, 4YTO aHanorumvHble napameTpbl
WwnppoBaHNa 3agaHbl B HacTpoukax coeguHeHust Bawero  WiFi-aganTepa.

[ononHuTtenbHble cBegeHnsa cMm. B gokymeHTauum Kk WiFi-agantepy.

Y6eautecb, YTO B HacTporkax 6ecrnpOBOAHOrO MOAKIOYEHMS HA BalleM KOMMbKOTEPE
yKasaHa BepHas To4ka 4oCTyna, COOTBETCTBYOLLAA NCKOMON BECnNpOBOAHON CETH.
[ns npoBepku BbINONHUTE crefyloume 4eNCTBUS:

1. WenkHnTe npaBon KHOMKOW MbiwK 3Ha4ok MoaknovyeHne no nokanbHOM CeTU Ha
naHenu 3agay B NPaBOM HWXKHEM Yriy 9KpaHa BaLlero KomnboTepa.

2. Bbibepute MpocmoTp AOCTYNHbIX 6ecnpoBoAHbIXx cetern. OTOGpasuTCca 3KpaH
MopknioyeHue K 6ecnpoBogHoOn ceTU. Ybeautech, 4To BbibpaHa MCKOMas CeTb.

Y6egutech, uto IP-agpec, HasHadYeHHbI agantepy 6ecnpoBOAHON CETU, NPUHAANEXNUT
TOW e noaceTun, YTo M ToYKa goctyna, u wno3. IP-agpec poytepa: 192.168.123.254.
Apantepbl 6ecnpoBOAHbLIX ceTern AO0MKHbl MMeTb |P-agpec M3 TOro ke AmanasoHa
(Hanpumep, 192.168.123.x). HecmoTpss Ha TO, 4TO Macka noAaceTu [JorfmkHa ObITb
OAMHAKOBOW Ha BCEX KOMMbOTEPAX B CETU, HE AOSMKHO ObITb ABYX YCTPOUCTB B CETU C
ogunHakoBbiM IP-agpecoM. Takum o00pasom, Kaxgoe YCTPOMCTBO [OMKHO UMETb
yHUKanbHbIv IP-agpec.

YT06bI NpoBepuTh IP-agpec, HazHayeHHbIM aganTepy 6ecnpoBOAHbIX CETEN, BbINOMHUTE
cnegylowne gencTeus:

1. B pexume komaHOHOW CTPOKU BBeaMTe koMaHay ipconfig /all.
2. Ybegutecb, 4to IP-agpec agantepa 6ecnpoBOAHbIX CETEN HE COOTBETCTBYET
IP-agpecy To4ku goctyna.

3. [nsa npoBepku CBA3M C TOMKOW JOCTyna BBeguTe KoMaHay ping 192.168.123.254
4. Y6epuTecCb, YTO YCTPOMCTBO OTBETHAET.
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NMoyemy nponapaeT noaknovYeHue K 6ecnpoBogHomn ceTn?
Bo3aMOXHble NpUYMHBLI HEYO0BNETBOPUTENBHOIO Npuema:

* PasmeweHne aHTeHHbl. [lonpobynte wu3amMeHuTb opueHTauuio Wi-Fi-aHTeHHb!
ycTponcTBa. YbeaguTtecb, YTO aHTEHHa pa3MelleHa Ha paccTosHMM He meHee 16
CaHTUMETPOB OT CTEHbI N APYrMX BO3MOXHbIX NPENATCTBUN.

* lMonpobynte cmeHUTb KaHan 6ecnpBOAHOM CBSA3WM, HA KOTOPOM MPOUCXOAUT
BeLLaHne YCTPOMNCTBA, YTOObI yCTPaHMUTb BO3MOXHbBIE MOMEXW.

» Pasmectnte yCcTpoOMUCTBO BAanM Ha pacctosiHum He meHee 90—-180 cm oT npmnbopos,
ABNAOLLMXCA UCTOYHMKAMU 3NEKTPOMArHUTHbIX U3ny4YeHun — Takux kak CBY-neun,
Tenesun3opsbl, anekTpogsuraTeny n T.n.

He mory yctaHoBUTbL 6ecnpoBogHoe coeauHeHue. Noyemy?

MpumeyaHue: [1ns KoHUIrypupoBaHUS YCTPOMCTBA PEKOMEHOYETCA WCMONb30BaTb
kabenbHOe nogkntoyeHne no npotokony Ethernet.

[MpoBepbTe yCTaHBOKM WIMGpPOBaHMS 6ecnpoBogHOro coeanHeHns. Ecnm Ha yctponctee
BKITOYEHO LUMGPOBAHME, TO aHANOMMYHbIN TUM WNPOBaAHUA AOIMKEH NOAAEPXKMBATHCH
KNMMEHTCKMMW YCTPOMUCTBaMW.

* [MpoBepbTe OUTHOCTL WKUdpoBaHUA: 64 unn 128 6ut. Ybeautecb, 4TO BblIOpaH
OAMHAKOBbIA YpOBEHb LWMGPOBaAHMUS KaK Ha KIMEHTCKOM YCTPOWUCTBE, Tak U B
HacTpomKax TOYKM JocTyna.

* YbeauTtech, 4tTo umMs becnposogHoun cetn (SSID) Ha KIMEHTCKOM YCTPOMCTBE U TOYKe
AocTyna B TOYHOCTUM coBnageT.

* Y6eamTechb, YTO KIMMEHTCKOE YCTPONCTBO HaxXoaMTCA B 30HE YBEPEHHOrO npuema. Ecnm
B NOMeLLeHnn ncnonb3yeTtcss 6becnpoBogHon TenedoH ¢ paboyen yactoton 2,4 T,
obopynosaHme X-10 unu gpyrme cuctembl goMaluHen 6e30macHOCTW, MOTONOYHbIE
BEHTUNATOPbLI, CBETUIIbHUKK, WK nbdoe BbICOKOYACTOTHOE obopyaoBaHue, TO
BbecnpoBogHoe coeguHeHe MOXET BbITb OCriabneHo unm NONHOCTLI BNOKNPOBAHO.

* Pasamectute yCTpOMCTBO Ha pacctoaHunm He MeHee 90-180 OT 3nekTpuyecKmnx
NpnbopoB, U3NyyalwLlmMx pagnoyvyactoTHble nomexu. K Takmm npubopam OTHOCATCS:
CBY-ne4n, MOHUTOPBI, 3NEKTPUYECKME ABUraTenu 1 T.0.

* B HacTporikax TOYkM OOCTyna OTKNo4MTE BCe napameTpbl 6e30MacHOCTU, Takue Kak
lwndgposaHme n ynpaesnedme MAC-agpecamu.

* BblknounTe TOYKy 4OCTYyNa U KNMEHTCKOE YCTPOMUCTBO.

» BkntounTe TOYKy gocTyna, 3aTeM BKITHOYMTE KITMEHTCKOE YCTPOMUCTBO.

* Ybeantecb, 4YTO COCTOSIHME BCEX WHOMKATOPOB TOYKM OOCTyna MNOATBEPXAAaeT ee
HOopMmarnbHyt0 paboTy. Ecnn aTo He Tak, NpoBepbTe HAaAEXHOCTb COeANHEHNS Kkabens
onoka nutaHusa, kabensa Ethernet unn 3G/4G USB-mogema.

« Ybeantecb B NpaBUNbHOCTM HacTpoek IP-agpeca, Mackm noaceTw, wWn3a wu
DNS-cepBepoB, Ha3Ha4YEeHHbIX BalUMM UHTEPHET-NMPOBangepoM.
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A 3a6bIn naponb fgocTyna K 6ecnpoBoagHon cetu. Yto genartb?

* B cnyyae, ecnu naponb gns goctyna Kk 6ecnpoBofHoON ceTu 3abbIT, Bbl HE CMOXeTe
OCYLLEeCTBUTb NoAKNo4eHne. BbinonHuTe cMeHy naponsi.

YTOObI BLINOMHUTE COPOC MM CMEHY Mapons, BOMAUTE B MEHIO KOH(UrypmpoBaHUS

TOYKM JocTyna, ucnonb3ysa kabenbHoe nogkniodeHune Ethernet. B meHo «Hactpowku

Wi-Fi» BbibepuTe Heobxoanmbln Tun wndpoBaHusa n B none «laponb» BBEANTE HOBLIN

naponb. Haxxmmnte CoxpaHuTb 4515 NPUMEHEHUSA N3MEHEHUNA.

Kak BbINONHUTbL COPOC HacTpoek ycTtponcTea?

Ecnu gpyrme metoabl NoMcka M ycTpaHeHUs1 HEMCNPAaBHOCTU He danu pesynbTaTta, Bbl

MOXeTe BbINOMHUTb annapaTHbin cOpPOC HACTPOEK YCTPOMCTBA K YCTAHOBMEHHBLIM MO

YMOJTHaHUIO.

[nsa BbINONHEHUA annapaTHOro copoca BbINOMHUTE cnefywme 4eNCcTBUS:

1. Y6egutecb, YTO YCTPOMCTBO BKIHOYEHO.

2. Ha naHenu kommyTauumn yCcTponcTBa HanguTe KHonky cbpoca HacTpoek (Reset).

3. C nomowpbio BbINPAMIIEHHOW KaHUENSPCKOM CKPEenknm HaxmuTe KHOMNKy cbpoca
HaCTPOEK.

4. YppexuBanTe KHOMKy HaxkaTton B TedeHue 10 cekyHA, 3aTeM OoTnycTuTe.

5. JoxguTtecb nepesarpysku yctponcTtea. 10 OKOHYaHUKW nepesarpysku BCe HaCTPOWKM
yCcTpouncTBa 6yayT cOpOLLUEHbI K 3aBOACKUM 3HAYEHUSIM.

MpumeyaHue: [NpoLecc MOXET 3aHATb HECKONBbKO MUHYT.

Yto Takoe VPN?

* VPN — cokpaweHue ot Virtual Private Networking (BupTyanbHasi yacTtHasa ceTb).
TexHonormsa VPN  nosBonsieT co3fath  «TYHHemNb»  4Yepe3  CcyllecTByoulee
WHTepHeT-nogknoyeHne, mncnonbdys npotokonn PPTP wunu IPSec ¢ pasnuyHbiMu
cxemMamu WwndgpoBaHus, Bknodaa MS-CHAP.

* TexHonorna VPN nossonsieT Ucrnonb3oBaTb CyLECTBYOLWEE UHTEPHET-NOLKMIOYEHME
And opraHu3aumn 3awuleHHOro MOAKIYEeHUA K yaaneHHbIM NOoKanbHbIM CeTAM.
Ecnn cosgaHHoe Bamu VPN-nogkntoveHwe He YycTaHasnuBaeTcd, ybegutecb B
NpaBUNLHOCTM €ro opraHuM3auun, YTOYHMB BCH HeobxoguMMmyko WHgopMauuo y
noctasLuka ycnyr VPN.

Yto penaTtb, ecnu He yaaeTcsA YCTaHOBUTb CoeAMHEHUEe C YCTPOUCTBOM 4epe3s
kabenb Ethernet?

* [poBepbTe LENOCTHOCTb KabenbHOro coeauvHEHWa Mexay CeTeBbIM afanTepoM
BaLlero komnbtoTepa n noptom Ethernet yctponcrsa.

* Ybeantecb, YTO CeTeBOM aganTtep KOMMNbiTepa BKIOYEH M UCMNPaBEH, a CETEBOE
NOLKMNIOYEHME HACTpPOEHO AnA  aBToMaTMyeckoro nosnydeHus IP-agpeca ot
DHCP-cepBepa.
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« Ecnu napameTpbl HaCTponkuM BepHbl, ybeauTecb B TOM, YTO BaMu He UCMOMb3yeTcs
kabenb Ethernet ans nepekpecTHoro coeamMHeHnss. HeCMoTps Ha TO, YTO YCTPOWCTBO
cosmectumo ¢ MDI/MDIX, HecoBMeCTUMOCTb MOXET CyLlecTBOBaTb Ha CTOPOHe

ceTeBoro aganrtepa.
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5. TexHU4YecKue xapakTepUCTUKH

WHTepdenc
AocTyna B ceTb Mopt USB
3G/4G
BecnpoBogHas 3G (HSPA, CDMA-450)
CBA3b 4G (Mobile WIMAX)
Crangapt Wi-Fi IEEE 802.11 B/G/N (1T1R, 6e3 nogaepxku MIMO)
I?:OSO::: 54, 48, 36, 24, 18, 12, 9 n 6 M6uT/c Ha KaHan, aBToMaTM4yecKoe
PSA CHWXEHWe CKOpOCTU nepeaayun gaHHbIX
AaHHbIX
YactoTa 2,4 — 2,462 [Tu, mogynauua CCK / OFDM
OTHoweHne mowHoctn Mpa/Mpm: 18 abm Ha coTy
Paguyc .
N BHyTpu nomewennn: okorno 35—-100 meTpos
AencTBus

BHe nomeluenunn: go 100-300 meTpos

Umncno kaHanos

1-11 ansa CesepHon Amepukn (PKC); 1-11 ana Kanagel (DOC)
1-13 ana EBponbl (kpome Ncnanum n ®paHuun) (ETSI)
1-14 ana AnoHun (TELEC);

BesonacHocTb 64- n 128-6utHoe WEP-wmndposaHne; WPA-ngpoBaHue
AHTEHHa CbemHas aHTeHHa, 1,8 dB
®dunbTp IP-agpecos
BbpaHgmayap dunbtp MAC-agpecos

NAT (c nogaepxkon VPN)

MopoepxnBaemble

3G, 4G
Ethernet (ctatudeckun, guHammyeckmi |P)

Tnnsl WAN
PPPoOE, PPTP, L2TP
Cnoco0bbl MoakntodeHne no TpebosaHuto (Connect-on-Demand), nogkrntoyeHne
NOAKNHYEHNS Bpy4Hyto (Manual) aBTomatmnyeckoe otkntodeHne (Auto-Disconnect)
®dyHkuna NAT Knacc C ; makc. 253 nonb3oBartens; BMpTyanbHbI cepBep; xocT DMZ
VPN MpoTtokonel PPTP, L2TP un IPSec
Korcpurypuposatine Beb-6paysep, npotokonbl SNMP, Telnet
N ynpaeneHue
DHCP Cepsep n knneHt DHCP

Paboune ycnosus

Temnepatypa: 0~40°C; snaxHocTb: 10%~90%, 6e3 o6pa3oBaHus

KOHAeHcaTa
MNonnepxueaemele Windows, MAC OS, Linux
oC
MutaHue 5B, 2A
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